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Overview

This chapter describes the use of source-port filters on the Series 2600/
2600-PWR switches and on the Series 2800 switches. For information on filters 
for the Series 2500 switches, refer to the Management and Configuration 

Guide provided for these devices.

General Operation.  You can enhance in-band security and improve control 
over access to network resources by configuring static per-port filters to 
forward (the default action) or drop unwanted traffic. That is, you can config-
ure a traffic filter to either forward or drop all network traffic moving between 
an inbound (source) port or trunk and any outbound (destination) ports and 
trunks (if any) on the switch. 

■ With routing disabled on the switch (the default), source-port filtering 
can operate on traffic moving within the same VLAN.

■ With routing enabled on the switch, source-port filtering can operate 
on traffic moving between VLANs as well as within the same VLAN. 
(However, if  you configure and enable routing on the switch when 
multinetting within a VLAN has been configured, source-port filtering 
will not work.)

■ Source-port filters have no effect on traffic being routed across 
VLANs.

Note The switch manages a port trunk as a single source or destination for source-
port filtering. If you configure a port for filtering before adding it to a port 
trunk, the port retains the filter configuration, but suspends the filtering action 
while a member of the trunk. If you want a trunk to perform filtering, first 
configure  the trunk, then configure the trunk for filtering. Refer to “Config-
uring a Filter on a Port Trunk” on page 10-6.

When you create a source port filter, all ports or port trunks on the switch 
appear as destinations on the list for that filter. The switch automatically 
forwards traffic to the ports and/or trunks you do not specifically configure 
to drop traffic. (Destination ports that comprise a trunk are listed collectively 
by the trunk name—such as Trk1— instead of by individual port name.) For 
example, if you want to prevent server "A" from receiving traffic sent by 
workstation "X", but do not want to prevent any other servers or end nodes 
10-2
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from receiving traffic from workstation "X", you would configure a filter to 
drop traffic from port 5 to port 7. The resulting filter would drop traffic from 
port 5 to port 7, but would forward all other traffic from any source port to 
any destination port (refer to figures 10-1 and 10-2).

Figure 10-1. Example of a Filter Blocking Traffic only from Port 5 to Server "A"

Figure 10-2. The Filter for the Actions Shown in Figure 10-1

Applying a Source Port Filter in a Multinetted VLAN.  If you have mul-
tiple IP addresses configured on the same VLAN (multinetting), and routing 
is enabled on the switch, then a single port or trunk can be both the source 
and destination of packets moving between subnets in that same VLAN. In this 
case, you can prevent the traffic of one subnet from being routed to another 
subnet on the same port by configuring the port or trunk as both the source 
and destination for traffic to drop.

Server "A"Port 7

Port 8 Server "B"

Port 9 Server "C"

Port 5
Workstation " X"

This list shows the filter created 
to block (drop) traffic from 
source port 5 (workstation "X") to 
destination port 7 (server "A"). 
Notice that the filter allows 
traffic to move from source port 
5 to all other destination ports.  
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Using Source-Port Filters

This feature is available only on the Series 2600, 2600-PWR, and 2800 

switches.

Operating Rules for Source-Port Filters

■ You can configure one source-port filter for each physical port or port 
trunk on the switch. 

■ Each source-port filter you configure is composed of: 

• One source port or port trunk (trk1, trk2, ...trk6)

• A set of destination ports and/or port trunks that includes all LAN 
ports and port trunks on the switch

• An action for each destination port or port trunk

When you create a source-port filter, the switch automatically sets the 
filter to forward traffic from the designated source to all destinations for 
which you do not specifically configure a "drop" action. Thus, it is not 
necessary to configure a source-port filter for traffic you want the switch 
to forward unless the filter was previously configured to drop the desired 
traffic.
10-4
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Configuring a Source-Port Filter

The source-port filter command operates from the global configuration level.

Example of Creating a Source-Port Filter.  For example, assume that 
you want to create a source-port filter that drops all traffic received on port 5 
with a destination of port trunk 1 (Trk1) and any port in the range of port 10 
to port 15. To create this filter you would execute this command:

ProCurve(config)# filter source-port 5 drop trk1,10-15

Later, suppose you wanted to shift the destination port range for this filter up 
by two ports; that is, to have the filter drop all traffic received on port 5 with 
a destination of any port in the range of port 12 to port 17. (The Trk1 destination 
is already configured in the filter and can remain as-is.)With one command 
you can restore forwarding to ports 10 and 11 while adding ports 16 and 17 to 
the "drop" list:

ProCurve(config)# filter source-port 5 forward 10-11 drop 
16-17

Syntax: [no] filter source-port [e] < source-port-number > [ drop [ forward] | forward [ drop ]]

Creates or deletes the source port filter assigned to < source-port-number >. If 
you create a source-port filter without specifying a drop or forward action, 
the switch automatically creates a filter with a forward action from the 
designated source to all destinations on the switch.

[ drop [e] < destination-port-list > ]

Configures the filter for the designated source-port (or source-trunk) (< 
source-port-number >) to drop traffic for the ports and/or port trunks in the < 
destination-port-list  >. Can be followed by the forward option if you have 
other destination ports set to drop that you want to change to forward. For 
example:

filter source-port <source-port-number > drop < destination-port-list  > forward 
< destination-port-list>

[ forward [e] < destination-port-list > ]

Configures the filter for the designated source (< source-port-number >) 
to forward traffic for the destinations in the < destination-port-
list >. Since "forward" is the default state for destinations in a filter, 
this command is useful when destinations in an existing filter are 
configured for "drop" and you want to change them to "forward". Can 
be followed by the drop option if you have other destination ports set 
to forward that you want to change to drop. For example:

filter source-port <source-port-number > forward < destination-port-list  > 
drop < destination-port-list >
10-5
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Configuring a Filter on a Port Trunk.  This operation uses the same com-
mand as that used for configuring a filter on an individual port. However, the 
configuration process requires two steps:

1. Configure the port trunk.

2. Configure a filter on the port trunk by using the trunk name (trk1, trk2, 
...trk6) instead of a port name.

For example, to create a filter on port trunk 1 to drop traffic received inbound 
for trunk 2 and ports 10-15:

ProCurve(config)# filter source-port trk1 drop trk2,10-15

Note that if you first configure a filter on a port and then later add the port to 
a trunk, the port remains configured for filtering but the filtering action will 
be suspended while the port is a member of the trunk. That is, the trunk does 
not adopt filtering from the port configuration. You must still explicitly con-
figure the filter on the port trunk.  If you use the show filter < index > command 
for a filter created before the related source port was added to a trunk, the 
port number appears between asterisks ( * ), indicating that the filter action 
has been suspended for that filter. For example, if you create a filter on port 
5, then create a trunk with ports 5 and 6, and display the results, you would 
see the following:

Figure 10-3. Example of Switch Response to Adding a Filtered Source Port to a 
Trunk

The *5* shows that port 5 is 
configured for filtering, but the 
filtering action has been suspended 
while the port is a member of a trunk.

If you want the trunk to which port 5 
belongs to filter traffic, then you must 
explicitly configure filtering on the 
trunk.

Note: If you configure an existing 
trunk for filtering and later add 
another port to the trunk, the switch 
will apply the filter to all traffic moving 
on any link in the trunk. If you remove 
a port from the trunk it returns to the 
configuration it had before it was 
added to the trunk 
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Viewing a Source-Port Filter

You can list all source-port filters configured in the switch and, optionally, the 
detailed information on a specific filter.

For example, assume that these three filters exist on the switch:

Syntax: show filter

Displays a listing of configured filters, where each filter entry includes 
an IDX (index) number, Filter Type, and Value :

IDX: An automatically assigned index number used to identify the filter 
for a detailed information listing. A filter retains its assigned IDX 
number for as long as the filter exists in the switch. The switch assigns 
the lowest available IDX number to a new filter. This can result in a 
newer filter having a lower IDX number than an older filter if a previous 
(source-port) filter deletion created a gap in the filter listing.
Filter Type:  Indicates the type of filter assigned to the IDX number. 
Value: Indicates the port number or port-trunk name of the source port 
or trunk assigned to the filter.

Use show filter to learn the index number of a specific filter you want to 
examine in more detail.

[ index ]  

Displays detailed data on the filter designated by the index number. For 
source-port filters, the display includes the source-port number, a listing 
of all ports and/or trunks on the switch (with their port types), and the 
filter action configured on each port or trunk (Forward—the default—or 
Drop). 

Source Port Destination 
Port(s)

Action

1 6-7 Drop; Forward on all other ports/trunks

2 8-9 Drop; Forward on all other ports/trunks

3 1-2 Drop; Forward on all other ports/trunks
10-7
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If you wanted to determine the index number for the filter on source port 3 
and then view a listing the filter details on source port 3, you would use the 
show filter and show filter [ INDEX ] commands, as shown in figure 10-4.

Figure 10-4. Example of Listing Filters and the Details of a Specific Filter

Filter Indexing

The switch automatically assigns each new source-port filter to the lowest-
available index (IDX) number. If there are no filters currently configured, and 
you create three filters in succession, they will have index numbers 1 - 3. 
However, if you then delete the filter using index number "2" and then 
configure two new filters, the first new filter will receive the index number "2" 
and the second new filter will receive the index number "4". This is because 
the index number "2" was made vacant by the earlier deletion, and was 
therefore the lowest index number available for the next new filter. 

The show filter 4 command lists the 
details for the filter at source-port 3.

The show filter command lists the 
index number for source-port 3.

Source
Port
Numbers
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Editing a Source-Port Filter

The switch includes in one filter the action(s) for all destination ports and/or 
trunks configured for a given  source port. Thus, if a source-port filter already 
exists and you want to change the currently configured action for some 
destination ports or trunks, use the filter source-port command to update the 
existing filter. For example, suppose  you configure a filter to drop traffic 
received on port 8 and destined for ports 1 and 2. The resulting filter is shown 
on the left in figure 10-5. Later, you update the filter to drop traffic received 
on port 8 and destined for ports 3 through 5. Since only one filter exists for a 
given source port, the filter on traffic from port 8 appears as shown on the 
right in figure 10-5:

Figure 10-5. Assigning Additional Destination Ports to an Existing Filter
10-9



Traffic/Security Filters  (ProCurve Series 2600/2600-PWR and 2800 Switches)
Using Source-Port Filters

Value_Line-Security-10-Traf-Security-Filts.fm  Page 10  Friday, December 12, 2008  10:19 AM
Using Named Source-Port Filters

This feature is available only on the Series 2600 and 2600-PWR switches.

Named source-port filters are filters that may be used on multiple ports and 
port trunks. As with regular source-port filters, a port or port trunk can only 
have one source-port filter, but this new capability enables you to define a 
source-port filter once and apply it to multiple ports and port trunks. This can 
make it easier to configure and manage source-port filters on your switch. The 
commands to define, configure, apply, and display the status of named 
source-port filters are described below.

Operating Rules for Named Source-Port Filters

■ A port or port trunk may only have one source-port filter, named or 
not named.

■ A named source-port filter can be applied to multiple ports or port 
trunks.

■ Once a named source-port filter is defined, subsequent changes only 
modify its action, they don’t replace it. 

■ To change the named source-port filter used on a port or port trunk, 
the current filter must first be removed, using the no filter source-port 
named-filter <filter-name > command.

■ A named source-port filter can only be deleted when it is not applied 
to any ports.

Defining and Configuring Named Source-Port Filters

The named source-port filter command operates from the global configuration 
level.

Syntax: [no] filter source-port named-filter <filter-name>

Defines or deletes a named source-port filter. The filter-name may contain a maximum 
of 20 alpha-numeric characters (longer names may be specified, but they are not 
displayed). A filter-name cannot be a valid port or port trunk name. 
The maximum number of named source-port filters that can be used is equal to the 
number of ports on a switch.
A named source-port filter can only be removed if it is not in use (use the show filter 
source-port command to check the status). Named source-port filters are not 
automatically deleted when they are no longer used.
Use the no option to delete an unused named source-port filter.
10-10
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A named source-port filter must first be defined and configured before it can 
be applied. In the following example two named source-port filters are 
defined, web-only and accounting.

ProCurve(config)# filter source-port named-filter web-
only

ProCurve(config)# filter source-port named-filter 
accounting

By default, these two named source-port filters forward traffic to all ports and 
port trunks.

To configure a named source-port filter to prevent inbound traffic from being 
forwarded to specific destination switch ports or port trunks, the drop option 
is used. For example, on a 26-port switch, to configure the named source-port 
filter web-only to drop any traffic except that for destination ports 1 and 2, the 
following command would be used:

ProCurve(config)# filter source-port named-filter web-
only drop 3-26

A named source-port filter can be defined and configured in a single command 
by adding the drop option, followed by the required destination-port-list.

Syntax: filter source-port named-filter <filter-name > drop < destination-port-list  >

Configures the named source-port filter to drop traffic having a destination on the 
ports and/or port trunks in the < destination-port-list  >. Can be followed by the forward 
option if you have other destination ports or port trunks previously set to drop that you 
want to change to forward. For example:
filter source-port named-filter <filter-name > drop < destination-port-list  > forward < 
destination-port-list>
The destination-port-list  may contain ports, port trunks, and ranges (for example 3-
7 or trk4-trk9) separated by commas.

Syntax: filter source-port named-filter <filter-name > forward < destination-port-list  >

Configures the named source-port filter to forward traffic having a destination on the 
ports and/or port trunks in the 
< destination-port-list  >. Since "forward" is the default state for destinations in a filter, 
this command is useful when destinations in an existing filter are configured for "drop" 
and you want to change them to "forward". Can be followed by the drop option if you 
have other destination ports set to forward that you want to change to drop. For 
example:

filter source-port named-filter <filter-name > forward < destination-port-list  > drop 
< destination-port-list >
10-11
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Viewing a Named Source-Port Filter

You can list all source-port filters configured in the switch, both named and 
unnamed, and their action using the show command below.

Sample Configuration for Named Source-Port Filters

A company wants to manage traffic to the Internet and its accounting server 
on a 26-port switch. Their network is pictured in Figure 6. Switch port 1 
connects to a router that provides connectivity to a WAN and the Internet. 
Switch port 7 connects to the accounting server. Two workstations in 
accounting are connected to switch ports 10 and 11.

Figure 6.   Network Configuration for Named Source-Port Filters Example

The company wants to use named source-port filters to direct inbound traffic 
only to the Internet while allowing only the two accounting workstations and 
the accounting server to communicate with each other, and not the Internet.

Syntax: show filter source-port

Displays a listing of configured source-port filters, where each filter entry includes 
a Filter Name, Port List, and Action:

Filter Name: The filter-name used when a named source-port filter is defined. 
Non-named source-port filters are automatically assigned the port or port trunk 
number of the source port.
Port List: Lists the port and port trunk destinations using the filter. Named source-
port filters that are not in use display NOT USED.
Action: Lists the ports and port trunks dropped by the filter. If a named source-
port filter has been defined but not configured, this field is blank.

[ index ] For the supplied index (IDX) displays the action taken (Drop or Forward) for each 
destination port on the switch.

Port 7

Port 1 Router to the 
Internet

Port 10Accounting Workstation 1

Port 11Accounting Workstation 2

Network Design

1. Accounting Workstations may only send traffic to the Accounting Server.
2. No Internet traffic may be sent to the Accounting Server or Workstations.
3 All other switch ports may only send traffic to Port 1. 

Accounting Server 1
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Defining and Configuring Example Named Source-Port Filters. While 
named source-port filters may be defined and configured in two steps, this is 
not necessary. Here we define and configure each of the named source-port 
filters for our example network in a single step.

 

Applying Example Named Source-Port Filters. 

Once the named source-port filters have been defined and configured we now 
apply them to the switch ports.

The show filter command shows what ports have filters applied.

ProCurve(config)# filter source-port named-filter web-only drop 2-26
ProCurve(config)# filter source-port named-filter accounting drop 1-6,8,9,12-26
ProCurve(config)# filter source-port named-filter no-incoming-web drop 7,10,11

ProCurve(config)# show filter source-port

 Traffic/Security Filters

 Filter Name          | Port List            | Action
 -------------------- + -------------------- + --------------------------
 web-only             | NOT USED             | drop 2-26
 accounting           | NOT USED             | drop 1-6,8-9,12-26
 no-incoming-web      | NOT USED             | drop 7,10-11

ProCurve Switch 2626(config)#

Ports and port trunks using the 
filter. When NOT USED is 
displayed the named source-port 
filter may be deleted.

Lists the ports and port trunks 
dropped by the filter. Ports and 
port trunks not shown are 
forwarded by the filter.

To remove a port or port trunk 
from the list, update the named 
source-port filter definition 
using the forward option. 

ProCurve(config)# filter source-port 2-6,8,9,12-26 named-filter web-only
ProCurve(config)# filter source-port 7,10,11 named-filter accounting
ProCurve(config)# filter source-port 1  named-filter no-incoming-web
ProCurve(config)#
10-13
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ProCurve(config)# show filter

 Traffic/Security Filters

  IDX Filter Type  | Value
  --- ------------ + -------------------
  1   Source Port  | 2
  2   Source Port  | 3
  3   Source Port  | 4
  4   Source Port  | 5
  5   Source Port  | 6
  6   Source Port  | 8
  7   Source Port  | 9
  8   Source Port  | 12
   .       .          . 
  20  Source Port  | 24
  21  Source Port  | 25
  22  Source Port  | 26
  23  Source Port  | 7
  24  Source Port  | 10
  25  Source Port  | 11
  26  Source Port  | 1

Indicates the port number or port-
trunk name of the source port or trunk 
assigned to the filter.

An automatically assigned index 
number used to identify the filter for 
a detailed information listing. A filter 
retains its assigned IDX number for 
as long as the filter exists in the 
switch. The switch assigns the 
lowest available IDX number to a new 
filter. This can result in a newer filter 
having a lower IDX number than an 
older filter if a previous (source-port 
or named source-port) filter deletion 
created a gap in the filter listing.
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Using the IDX value in the show filter command, we can see how traffic is 
filtered on a specific port (Value).The two outputs below show a non-
accounting and an accounting switch port.

ProCurve(config)# show filter 4

 Traffic/Security Filters

  Filter Type : Source Port
  Source Port : 5

  Dest Port Type      | Action
  --------- --------- + -------
  1         10/100TX  | Forward
  2         10/100TX  | Drop
  3         10/100TX  | Drop
  4         10/100TX  | Drop
  5         10/100TX  | Drop
  6         10/100TX  | Drop
  7         10/100TX  | Drop
  8         10/100TX  | Drop
  9         10/100TX  | Drop
  10        10/100TX  | Drop
  11        10/100TX  | Drop
  12        10/100TX  | Drop
   .            .         .

ProCurve(config)# show filter 24

 Traffic/Security Filters

  Filter Type : Source Port
  Source Port : 10

  Dest Port Type      | Action
  --------- --------- + -------
  1         10/100TX  | Drop
  2         10/100TX  | Drop
  3         10/100TX  | Drop
  4         10/100TX  | Drop
  5         10/100TX  | Drop
  6         10/100TX  | Drop
  7         10/100TX  | Forward
  8         10/100TX  | Drop
  9         10/100TX  | Drop
  10        10/100TX  | Drop
  11        10/100TX  | Drop
  12        10/100TX  | Drop
   .            .         .
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The same command, using IDX 26, shows how traffic from the Internet is 
handled.

As the company grows, more resources are required in accounting. Two 
additional accounting workstations are added and attached to ports 12 and 
13. A second server is added attached to port8.
 

Figure 10-7. Expanded Network Configuration for Named Source-Port Filters 
Example

ProCurve(config)# show filter 26

 Traffic/Security Filters

  Filter Type : Source Port
  Source Port : 1

  Dest Port Type      | Action
  --------- --------- + -------
  1         10/100TX  | Forward
  2         10/100TX  | Forward
  3         10/100TX  | Forward
  4         10/100TX  | Forward
  5         10/100TX  | Forward
  6         10/100TX  | Forward
  7         10/100TX  | Drop
  8         10/100TX  | Forward
  9         10/100TX  | Forward
  10        10/100TX  | Drop
  11        10/100TX  | Drop
  12        10/100TX  | Forward
   .            .         .

Accounting Server 1Port 7

Port 1 Router to the 
Internet

Port 12Accounting Workstation 3

Port 13Accounting Workstation 4

Network Design

1. Accounting Workstations may only send traffic to the Accounting Server.
2. No Internet traffic may be sent to the Accounting Server or Workstations.
3 All other switch ports may only send traffic to Port 1. 

Port 10Accounting Workstation 1

Port 11Accounting Workstation 2

Accounting Server 2Port 8
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The following revisions to the named source-port filter definitions maintain 
the desired network traffic management, as shown in the Action column of the 
show command.

We next apply the updated named source-port filters to the appropriate switch 
ports. As a port can only have one source-port filter (named or not named), 
before applying the new named source-port filters we first remove the existing 
source-port filters on the port.

The named source-port filters now manage traffic on the switch ports as 
shown below, using the show filter source-port command.

ProCurve(config)# filter source-port named-filter accounting forward 8,12,13
ProCurve(config)# filter source-port named-filter no-incoming-web drop 8,12,13
ProCurve(config)# 
ProCurve(config)# show filter source-port

 Traffic/Security Filters

 Filter Name          | Port List            | Action
 -------------------- + -------------------- + --------------------------
 web-only             | 2-6,8-9,12-26        | drop 2-26
 acconting            | 7,10-11              | drop 1-6,9,14-26
 no-incoming-web      | 1                    | drop 7-8,10-13

ProCurve(config)#

ProCurve(config)# no filter source-port 8,12,13
ProCurve(config)# filter source-port 8,12,13 named-filter accounting
ProCurve(config)#

ProCurve(config)# show filter source-port
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 Filter Name          | Port List            | Action
 -------------------- + -------------------- + --------------------------
 web-only             | 2-6,9,14-26          | drop 2-26
 accounting           | 7-8,10-13            | drop 1-6,9,14-26
 no-incoming-web      | 1                    | drop 7-8,10-13

ProCurve(config)#
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