
Release Notes: ProCurve Management Software
ProCurve Manager Plus Version 2.3 (build 2.322) 

Mobility Manager Version 2.0

Identity Driven Manager Version 2.25

Network Immunity Manager Version 1.05

The following products are included and available for purchase in this release.

ProCurve Manager Plus. ProCurve Manager Plus 2.3 (PCM+) is licensed by number of network 
devices (switches and access points) managed. There are three levels of license: 

• J9057A ProCurve Manager Plus 2.3, 50-device base license
• J9058A ProCurve Manager Plus 2.3, +100-device license
• J9059A ProCurve Manager Plus 2.3, unlimited-device license

NOTE:  Licenses for PCM+ 2.0, PCM+ 2.1, and PCM+ 2.2 work for PCM 2.3. 

■ For new PCM+ users:
• For networks from 50 to 250 managed devices, use a combination of 50-device license 

(J9057A) and 100-device licenses (J9058A) to match the number of devices in your 
network. 

• For Networks with more than 250 devices, use the unlimited license (J9059A). 

■ To upgrade from PCM 1.6 to the PCM 2.3 you must purchase the appropriate licenses, as 
indicated below.
• For networks from 50 to 250 managed devices, use a combination of 50-device license 

(J9056A) and 100-device licenses (J9058A) to match the number of devices in your 
network. 

• For Networks with more than 250 devices, use the unlimited license (J9059A). 

ProCurve Mobility Manager. ProCurve Mobility Manager 2.0 (PMM 2.0) is a plug-in module to 
PCM+ 2.3 that provides additional management capabilities for ProCurve wireless Access Points and 
Wireless Edge Services Modules. 

For new PMM users:

• J9074A  ProCurve Mobility Manager 2.0, 50-device base license

• J9075A  ProCurve Mobility Manager 2.0, +100-device license

• J9076A  ProCurve Mobility Manager 2.0, unlimited-device license
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Upgrade licenses for PMM 1.1 by purchasing:

• J9081A  ProCurve Mobility Manager 2.0, upgrade from PMM 1.1

ProCurve Identity Driven Manager 2.25. ProCurve Identity Driven Manager 2.25 (IDM 2.25) is a 
fee-based upgrade from IDM 1.0. For IDM 2.25, there are two levels of license, based on the number 
of managed users. The base product license is for 500 users, and you can purchase additional 2000-
user licenses as needed to manage large user environments.

• J9012A ProCurve Identity Driven Manager 2.2 base product - 500-user license 
• J9013A ProCurve Identity Driven Manager 2.2 base product - upgrade from IDM 1.x to 

IDM 2.2, 500-user license 
• J9014A ProCurve Identity Driven Manager 2.2 additional 2000-user license 

NOTE: Licenses for IDM 2. work for IDM 2.25.  

Network Immunity Manager. ProCurve Network Immunity Manager is a plug-in module to PCM+ 
2.2 or greater that can detect and respond to virus attacks on per port basis.Together with PCM+, 
Network Immunity Manager provides an affordable, feature-rich, unified, centralized approach to 
network security management

• J9060A ProCurve Network Immunity Manager 1.0 50-device base license
• J9061A ProCurve Network Immunity Manager 1.0 +100-device license
• J9062A ProCurve Network Immunity Manager 1.0 unlimited-device license

Free Trial Versions

This compressed, ZIP-format file contains a 30-day free trial of these products: 
• ProCurve Manager Plus version 2.3, 
• ProCurve Mobility Manager version 2.0,
• ProCurve Identity Driven Manager version 2.25, and
• ProCurve Network Immunity Manager version 1.05 

These release notes include information on the following:

■ New Features 
■ Installation Requirements 
■ Installation Notes 
■ ProCurve Manager 2.3 Notes
■ ProCurve Mobility Manager 2.0 Notes 
■ ProCurve Identity Driven Manager 2.2 Notes
■ Known Issues
■ Software Fixes

NOTE: These Release Notes are applicable at the date of the ProCurve Manager Version 2.3 Release. 
Please check the ProCurve Technical Support Web site at www.procurve.com for more recent 
information.
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OpenSourcePackages directory. These packages are:

1) JDesktop Integration Components. 
http://javadesktop.org/articles/jdic/index.html

2) JRadiusClient. http://jradius-client.sourceforge.net/

The following applies to both of these packages:

This library is free software; you can redistribute it and/or 
modify it under the terms of the GNU Lesser General Public 
License as published by the Free Software Foundation; 
either version 2.1 of the License, or (at your option) any later 
version.
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forth in the express warranty statements accompanying 
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not be liable for technical or editorial errors or omissions 
contained herein.

Hewlett-Packard assumes no responsibility for the use or 
reliability of its software on equipment that is not furnished 
by Hewlett-Packard.

Warranty

See the Customer Support/Warranty booklet included with 
the product. A copy of the specific warranty terms applicable 
to your Hewlett-Packard products and replacement parts 
can be obtained from your HP Sales and Service Office or 
authorized dealer. 

Hewlett-Packard Company
8000 Foothills Boulevard, m/s 5551
Roseville, California 95747-5551
www.procurve.com
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New Features
New Features

ProCurve Manager 2.3 Features:

ProCurve  Manager (PCM) 2.3 supports the ProCurve Wireless Access Point 10ag NA (J9140A and 
J9141A).

Mobility Manager 2.0 Features:

ProCurve Mobility Manager (PMM) is a simple yet powerful management tool to plan, configure, 
update, monitor and troubleshoot a ProCurve wireless LAN. Mobility Manager extends the capabil-
ities of ProCurve Manager Plus, with functions specific to the planning and management of wireless 
Access Points and Wireless Edge Services Modules (and their Radio Ports), including radio properties 
and configuration of WLANs. 

With Mobility Manager you can perform commonly used operations on multiple radios simulta-
neously, such as setting the channel, transmission power, RF detection parameters, and radio state. 

Mobility Manager lets you review and revise security related information in “WLAN security config-
urations”. These include SSID, VLAN, closed system, encryption, authentication, and key manage-
ment for static WEP, WPA-PSK, and RADIUS authentication servers. 

New features in PMM 2.0 include:

Site design and deployment: You can upload floor plans, drag and drop Access Points (APs) and 
Radio Ports (RPs) to where you want them on the floor plan, insert custom obstacles like walls, 
generate two-dimensional RF heat maps to predict and monitor coverage, and generate a Wireless 
Device Planner (bill of materials with configurations) to prepare for deployment.

Real-time monitoring and management: PMM 2.0 features enhanced monitoring and management 
capabilities. Just click a device to get detailed information about its traffic, associated stations, 
neighbors, and other elements. And, you can configure the device from within PMM. You can even 
deploy configurations to all devices in a group, eliminating the need to access individual devices 
separately to change configurations.

Enhanced reporting: PMM 2.0 extends the reporting functionality of PCM+ to wireless devices, 
making it easy to prove your wireless network’s compliance with Sarbanes-Oxley, HIPAA, and other 
regulations. In addition to the reports offered in PCM+, PMM 2.0 contributes the following:

Associated Stations List report

Bandwidth Table report

Rx/Tx Errors report

Associated Stations History report

Wireless Device Planner
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New Features
Identity Driven Manager 2.25 Features:

With IDM 2.25 you get an update to the underlying datastore and events display, to take advantage 
of the improvements made in the PCM 2.2 or greater application.

You can now use IDM with any of the following RADIUS servers: Microsoft IAS, Funk’s Steel-Belted 
RADIUS (SBR) version 5.0 and 5.3, and freeRADIUS on the following Linux platforms; RedHat 3, and 4 
(Enterprise Edition), SuSe 9.3 Enterprise Edition, and SuSe 10 Desktop Edition.

Below is a summary of the new features that are available in ProCurve IDM with this release. Please 
refer to the ProCurve Identity Driven Manager 2.2 Administrator's Guide for a full description on the 
use of these features:

■ Secure Access Wizard, which allows users to easily configure security settings on multiple 
switches.

■ Automatic Deployment, which automatically deploys IDM changes to all agents. This 
optional feature can be disabled if users want to manually deploy changes, as in previous 
versions.

■ Support for wireless devices location.

■ IDM rules now support an SSID input value.

■ IDM discovery of NAC 800 devices running the IDM agent, which allows users to configure 
these devices using the IDM GUI.

■ Advanced filtering in the event browser.

■ Active Directory Synchronization, which allows users to automatically synchronize IDM 
groups with Active Directory groups.

■ Local Authentication Directory (LAD), which runs on the NAC 800 but is enabled/disabled 
via IDM.

■ The IDM User Import Wizard XML import feature now supports a password for the user. This 
is useful for populating the Local Authentication Directory on the NAC.

Network Immunity Manager 1.05 Features

 The Network Immunity Manager (NIM) is a plug-in to PCM+ and allows security policy setting and 
monitors virus activity on the network. NIM detects viruses by behavior anomaly detection on 
sampled traffic and it accepts virus detection alerts from switches running Virus Throttle software 
and from IDS/IPS/UTM security appliances. 

NIM detects zero day attacks (first attacks by a new virus) and protects against threats from inside 
the network such as an employee bringing an infected laptop in to work. Fast automated response 
to virus attacks by taking action on the source port of the attack is how NIM achieves protection.
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Installation Requirements
Installation Requirements

Supported Software 

ProCurve Management software is supported on the following Operating Systems:

■ MS Windows 2003 Server

■ MS Windows XP Pro (Service Pack 2 or better)

ProCurve Manager software is not currently supported on Vista. 

The PCM client is supported on MS Windows XP with 1GB memory recommended.

System Requirements

* Intel Pentium IV or equivalent processor

■ Small - Medium, Minimum = one 50-device starter license (J9057A), installing only PCM/
PCM+ on network with 50-250 managed devices 

■ Small - Medium, Maximum = one 50-device starter license (J9057A) and two 100-device 
incremental licenses (2 each, J9058A), installing PCM+, IDM, PMM, and NIM products.

■ Medium-Large, Minimum =   50-device starter license (J9057A) and two 100-device incre-
mental licenses (2 each, J9058A), installing only PCM/PCM+

■ Medium-Large, Maximum = an Unlimited license (J9059A), installing PCM+, IDM, PMM and 
NIM products.

ProCurve Manager for OV-NT Network Node Manager Requirements

■ ProCurve Management software is supported on HP OpenView Network Node Manager for 
Windows, versions 6.4, 6.41, 7.01, or 7.5.

Network size/
Install type CPU RAM

Free Disk 
Space

 
NIC

 Small-Medium/Min.  2 Ghz Pentium IV*  1 GB 10 GB   1 GB NIC
 Small-Medium/Max.  3 Ghz Pentium IV*  2 GB 40 GB   1 GB NIC
 Medium-Large/Min.  3 Ghz Pentium IV*  2 GB 40 GB   1 GB NIC
 Medium-Large/Max.  Intel Xeon  4 GB 80 GB   1 GB NIC
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Installation Notes - General
Help Requirements

Help for PCM 2.3 and it's modules is supported on MS Internet Explorer Version 6 or earlier only. In 
addition, we recommend you enable the "Allow active content to run in files on My Computer" Internet 
Explorer option (Tools>Advanced>Security). 

ProCurve Identity Driven Manager (IDM) Requirements

■ The IDM Agent is supported on MS Windows 2003, NAC 800, and the following Linux platforms: RedHat 
3 and 4 (Enterprise Edition), SuSe 9.3 Enterprise Edition, and SuSe 10 Desktop Edition.

■ IDM software requires implementation of one of the following access control methods: MAC-
auth, Web-auth, an 802.1x supplicant application, or RADIUS. 

■ The following RADIUS versions are supported: Microsoft IAS, Funk’s Steel-Belted RADIUS 
(SBR) version 5.0 and 5.3, and freeRADIUS on the above Linux platforms.

■ For assistance with implementation of RADIUS and access control on your network, contact 
the ProCurve Elite Partner nearest you that can provide ProCurve Access Control Security 
solutions. You can find ProCurve Direct Elite partners on the web at:

 http://hp.via.infonow.net/locator/us_partner/index.jsp

Installation Notes - General 

The installation download for PCM 2.3 contains PMM 2.0, IDM 2.25, and NIM 1.05 installation files. 

■ If you are running PMM 1.0, you must select the PMM option during the PCM 2.3 install 
process. This will install the GUI and database updates for PMM 2.0. 

■ If you are running IDM 1.0 or 1.0.x, you must select the IDM option during the PCM 2.3 install 
process. This is required to support changes made in the underlying PCM and IDM databases. 
If you have not purchased an IDM 2.0 or newer license, your installation will include the IDM 
interface changes made for IDM 2.0, IDM 2.1, and IDM 2.2, but all new functionality (FUNK 
SBR support, User Import/Export, Access Control, and Endpoint integrity support) will be 
disabled until you purchase and register an IDM 2.2 license. 

■ If you want to test the IDM 2.2 functionality using the free 30-day trial provided with PCM 
2.3, you need to install the software on a separate system that has no previous IDM version 
installed or in use. Once you upgrade to PCM or PCM+ Version 2.2 or newer and IDM 2.2, 
you can not revert to the previously installed version. If you are uncertain if you want to 
upgrade to the 2.3 Version, it is best to install it on a system that does not have any earlier 
versions of PCM or IDM installed.
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One Network Management Program per Computer
You must have PCM/PCM+ version 1.6, 2.0, 2.1, or 2.2 installed prior to installing an upgrade version 
of PCM/PCM+ 2.3.

During an upgrade installation (on a box that has PCM 1.6, 2.0, 2.1, or 2.2 installed) the PCM installer 
will launch a DB migration tool to migrate configurations currently stored in the PCM database to 
the new 2.3 version database. This includes: policies, custom groups, users, devices, VLANs, and 
topologies. However, the existing policies in older versions, which may contain a mix of settings for 
STP, Community Names, Authorized Managers, and Trap Receivers, will be divided into a single policy 
for each type since the policies in PCM version 2.3 are single purpose.

If you are upgrading from ProCurve Manager 1.6, back up the \PNM\server\db\solid.db database file 
before beginning the installation wizard. This will allow you to restore your data in the event that the 
existing database gets lost or corrupted during database migration 

If you are upgrading from ProCurve Manager 2.x, back up the \PNM\server\mysql directory before 
beginning the installation wizard. This will allow you to restore your data in the event that the existing 
database gets lost or corrupted during database migration. 

When the PCM installation starts to copy files to your system, do not cancel out of the installation. 
Please finish the installation, and then run the uninstall via "add/remove programs" in the Windows 
control panel to remove the installed files. If you do cancel out, you may not be able to uninstall. 

ProCurve Management software is not localized for non-English versions of Windows. 

One Network Management Program per Computer

Make sure you uninstall any other network management programs from your computer before 
installing ProCurve Manager or ProCurve Manager Plus, because a resource conflict will occur if you 
have multiple network management tools running on the same computer, for example during 
discovery of the network devices.

Note: The above is not applicable when PCM 2.3 is installed on systems running HP Openview NNM. 

Working With Multi-homed Systems:

A multi-homed system is a server or PC that has more than one IP address. Generally this is achieved 
by installing more than one network card in the system, but there are other ways that a system can 
be multi-homed. Here are a few of the situations that meet this definition:

■ A system with two or more network adaptors. 

■ A system with a traditional ethernet network adaptor, plus a wireless adaptor. 
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Adding Remote Client Stations
■ A system with only one network adaptor, but that is running some network tunneling 
software such as a VPN client. Generally what happens in this situation, is that the system 
appears to have two network interfaces (each with its own IP address). But in reality the 
system only has one physical adaptor, and the VPN client software emulates a second adaptor 
(while using the original adaptor under the covers). 

When ProCurve Manager (either client or server) starts up, it attaches itself to the primary network 
interface. All network traffic between the client and server will be directed to the selected network 
interface. For example, if the ProCurve Manager client application attaches itself to the 192.3.4.5 
interface, and the ProCurve Manager server is running on the 10.255.120.* network, the client cannot 
connect successfully to the server.

To resolve this problem PCM has a configuration file that you can change to correct this situation. 
To setup this file, follow these steps:

1. Find the commIpAddr.txt file. This file exists in the config directory, so for example, for the 
client this file exists in: C:\Program Files\Hewlett-Packard\PNM\client\ config. For the PCM 
server, you need to create a text file (with Notepad or similar application) and name it 
"commIpAddr.txt" and place it in the C:\Program Files\Hewlett-Packard\PNM\server\config 
directory. 

2. Edit the file with a text-based editor (such as Notepad or WordPad), and enter the IP address 
of the interface you want the application to attach to. For example for the network illustrated 
above, you would add the entry " 10.255.120.25 " (without the quotes) in the first line of the file. 
More than one IP address can be used, but each IP Address entry must be on a separate line. 

3. Save your changes. 

4. Restart the application. If this is the ProCurve Manager client, just restart the application. If this 
is the ProCurve Manager server, you must restart the PCM services (HP ProCurve -Datastore, -
Network Manager Server, and -Traffic Launch Service) from the Services control panel. 

Adding Remote Client Stations

When you install ProCurve Manager Plus, the server and client functions are installed on the 
computer. You can also install the client function on any number of other computers in your network 
that have network access to the server computer.

To install the client function on another computer, simply start a Web browser, such as Microsoft 
Internet Explorer, and for the URL type in the IP address of the server computer followed by a colon 
and the port ID 8040. For example, if the IP address of the server computer is 10.10.20.25, then you 
would enter "http://10.10.20.25:8040" on the Web browser address line. That will launch the client 
installation wizard and step you through the installation process.
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Configuring Client/Server Access Permissions
If you have multiple ProCurve Manager servers in the network, when you install a remote client you 
will be prompted to select the server to which you want the client to attach. This server will be used 
each time the client program is launched. You can change the server that is being accessed by 
selecting the "ProCurve Manager Server Discovery" option that was included when you installed the 
client. From the Windows "Start" menu, select Programs ->ProCurve Manager ->ProCurve Manager 
Server Discovery 

For the PCM-NNM version, the PCM Remote Client can only be installed on machines that have the 
NNM Remote console installed. Once installed, the client will always connect to the server attached 
to the NNM remote console.

If a PCM remote client attempts to connect to a PCM server, and that server has a firewall turned on, 
the PCM remote client will come up with the message "no context defined" and a grey (empty) display. 
The firewall prevents the PCM remote client from getting the necessary connection and data files 
from the PCM server. You must disable the firewall on the PCM server, or configure the firewall to 
allow the PCM remote client and PCM server to communicate.

Configuring Client/Server Access Permissions

The ProCurve Manager server maintains a list of authorized clients that are permitted to log into the 
server. By default, when the ProCurve Manager server is installed, the only client allowed to log in 
is the client on the same system as the server--that is, no remote servers are allowed. This can be a 
problem for customers who are unaware of this security feature, because they will try to install 
remote clients using the browser, and will be unable to connect to the server after completing the 
client installation.

There are two files associated with ProCurve Manager client/server security that can easily be 
configured to allow access to any set of actual or potential clients. There are two ways that this file 
can be configured, depending on what you know about the clients that need to connect.

IP addresses. The access.txt file can be configured with a list of IP addresses specifying the clients 
that are authorized to log into the server. The file may contain as many addresses as needed, one IP 
address per line; or you may configure IP addresses with wildcards. DNS names are also allowed in 
the file, including DNS names with wildcards (this is useful for DHCP environments where a system's 
DNS name remains unchanged, although it's actual IP address may change from time to time). For 
example, below is an example of a valid access.txt file:
   10.255.124.84
   10.29.37.* 
   10.*.*.* 
   *.rose.hp.com
   system1.hp.com 
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Configuring Client/Server Access Permissions
To add an entry, open the access.txt file, which can be found in the config directory ( C:\Program 
Files\Hewlett-Packard\PNM\server\ ). Be sure to edit the file using a text-based editor such as 
Notepad or Wordpad. Edit the file as necessary, one entry per line, then save it. It is NOT necessary 
to restart the server; the changes will take effect immediately.

Passwords. There are situations where it is not possible to know ahead of time what IP address a 
potential client will have. This is particularly the case in situations where the client comes in through 
a VPN, where the IP address of the client is assigned externally. To solve this problem it is possible 
to add client passwords to the access.txt file that correspond to specially configured clients. Note 
that even though you will be modifying the same access.txt file as for method 1 (above), the two 
mechanisms can freely co-exist--that is, the access.txt file can contain a combination of IP addresses 
and passwords. To enable password access for a particular client, follow these instructions:

1. First you must change an entry in the server\config\TyphoonServer.cfg file. 

This file is a text file and can be edited with Notepad or Wordpad. Look for the entry that reads

"AUTHENTICATION=10", and change it to read " AUTHENTICATION=100 ". 

2. Save the file and restart the server (listed as "HP ProCurve Network Manager Server" in the 
services list). 

3. Edit the access.txt file as described above, but instead of entering an IP just enter the selected 
password (on a line by itself). Save the file. It is not necessary to restart the server. For example, 
if we set the password to "procurve": 

        procurve
        *.rose.hp.com 
        system1.hp.com 

4. On the client (the client must already be installed), you must edit the riptide.cfg file. This file 
already has several entries in it. You must add a line similar to the following: 

   PASSWORD = <user password>

where user_password is the password the client will use to access the server.

Do not change any of the other entries in the file, as they are necessary for the correct operation 
of the client. 

A sample Riptide.cfg file, once edited with the password "procurve", would look like this:
    LEASE_LENGTH = 40000 
    TRACING_PROPERTY_KEY = CoreServices.Main 
    MANUFACTURER = Hewlett-Packard 
    SERVICE_NAME = Typhoon 
    COMPONENT_DB = config/Components.prp 
    TRACING_DBFILE = config/Loggers.prp 
    NETWORK_DELAY = 25000 
    VERBOSE = true 
    PASSWORD = procurve 
    11



Release Notes: ProCurve Management Software
Receiving Traps Using ProCurve Manager
5. Once you have saved the riptide.cfg file, start the PCM Client and enter (select) the address of 
the PCM Server in the Direct address field of the "Search for Servers" dialog. The client should 
now connect successfully to the server.

Note:  
If a PCM remote client attempts to connect to a PCM server, and the PCM server has a firewall 
turned on, it is possible that the PCM remote client will come up with the message “no contexts 
defined” and a grey (empty) display. The firewall prevents the PCM remote client from getting 
the necessary connection and data files from the PCM server.

You must disable the firewall on the server, or configure the firewall to allow the PCM remote 
client to connect to the PCM server.

Receiving Traps Using ProCurve Manager

A trap is an SNMP alert sent by a host device via UDP protocol to notify one or more hosts that 
something has occurred. A device may send a trap when a link on a port comes up, when a device 
has received an excessive amount of errors, or when a device has detected an excessive amount of 
broadcasts. In order to receive traps from a particular device, the switch must be configured with 
the host's address. This is accomplished in multiple ways, such as CLI, SNMP, and ProCurve Manager. 

When ProCurve Manager (server) starts up, it binds to port number 162. Port 162 is the port that all 
incoming traps arrive on. A problem arises when a previous process is already bound to that port, in 
which case ProCurve Manager will not be able to receive traps because the port is in use. 

To resolve the problem, make sure no process is bound to port 162. Examples of applications that 
bind to port 162 are the Windows SNMP Trap Receiver Service, HP OpenView and MG-Soft MIB 
Browser Trap Ringer. In the event that a process was bound to port 162 when ProCurve Manager was 
started simply terminate the process and restart the ProCurve Manager (server). To restart the 
ProCurve Manager (server) in Windows XP/2003 server, go to Control Panel->Administrative Tools-> Services, 
double click on the HP ProCurve Network Manager Server, click the Stop button, and then click the 
Start button.

NOTE for  PCM-NNM Users :  
The above is not applicable for the PCM-NNM installation. PCM cannot bind to port 162 since it 
is already used by NNM. All device traps and application events will be displayed on the NNM 
Alarm browser.
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Support for ProCurve Wireless Devices
Support for ProCurve Wireless Devices 

■ For the ProCurve Wireless Access Point 420 devices, the PCM Switch Software Update utility 
will only work with switch software versions newer than 2.0.29.

■ For the ProCurve Wireless Access Point 520wl devices, if you upgrade to software version 
2.4.5 or greater, the PCM Switch Software Upgrade utility will not allow you to downgrade 
to an earlier version of the software. 

■ If you use a 520wl device as the starting point for a managed subnet, Discovery will not work 
properly unless you manually add the subnet in PCM and then restart Discovery.

Support for ProCurve 9300 & 9400 Series Devices

The following are known issues when using PCM 2.3 with the ProCurve 9300 Series devices:

■ Port-based Policies cannot target a range of ports (e.g., A1-A5, etc.) on 93xx devices. 

■ LLDP-capable devices connected directly to 93xx devices may not map properly. Using a 
CDP-capable device between the 93xx and LLDP-capable device will resolve the problem. 

■ Support of SNMPv3 and SSH Keys on 9300 series devices is not included with PCM 2.3.

■ VLAN discovery will work for ProCurve 9400 devices; however, the VLAN Manager configu-
ration features are disabled. 

■ On the 9400s the sFlow SNMP MIB is only visible when sFlow has been previously enabled 
via the device console. To ease the burden on the user, PCM will attempt to enable the MIB 
during discovery using the configured CLI login parameters. If these are not correctly 
configured, the 9400 will not be discovered as an sFlow-capable device; this is evident when 
attempting to configure the device for traffic monitoring as the Sampler column of the Traffic 
Device Configuration screen contains "N/A". If this situation arises and the user wishes to 
collect sFlow sampled data using PCM, the following steps are required. 

a. The 9400 device must be deleted from PCM. 

b. The user must either manually enable sFlow on the device using its console or must 
correctly configure the device's CLI parameters in PCM. 

c. The 9400 must be manually rediscovered from PCM. It should now appear as a device on 
which sampling can be enabled. 
    13
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Mobility Manager 2.0 Notes

■ If the network contains access points that are not configured with the default CLI passwords 
and SNMP credentials used by PCM, the elements associated with those access points (e.g., 
radios, SSIDS) may not be discovered. The user should either pre-configure the devices with 
the access credentials used by PCM prior to starting discovery or wait until the device is 
discovered and use the “Communication Parameters in PCM” wizard to override the global 
defaults. You can then use Manual Discovery to re-discover the device, and its related radios 
and SSIDs, or you can simply wait until the next regularly scheduled discovery cycle collects 
the information. 

Identity Driven Manager 2.25 Notes

■ If you are installing IDM 2.2 or upgrading from previous versions to IDM 2.2, you must also 
install/upgrade the IDM agent. On your system with the RADIUS server, download the latest 
IDM agent install.exe via http://<hostname of IDM server>:8040. If installing the IDM Agent 
for Windows (IAS or Funk’s Steel Belted RADIUS), simply double-click on the downloaded 
install.exe file. If installing the IDM Agent for Linux, download the IDM Agent for FreeRA-
DIUS zip file, extract to a temporary directory, copy all of the files for the appropriate agent 
to the Linux system, and execute the install.sh file in the Red Hat or SuSE 
console_installation folder.

■ When upgrading from IDM 1.0 to IDM 2.0 or newer, if there are users logged in prior to the 
upgrade the users will appear as logged in after the upgrade. This is not necessarily a problem 
but, the users will never be shown as logged out even after they logout. There are two possible 
fixes for this, one is to make sure all users are logged out before the customer performs the 
upgrade. The other is to reset session accounting statistics after the upgrade has completed. 
This is done by navigating to Preferences -> Identity Management and clicking the “Reset accounting 
statistics” link. 

■ When upgrading from IDM 1.0 to IDM 2.0 or newer, all previous user session histories will 
be discarded. 

■ Depending on the number of users in your environment, IDM performance may be degraded 
due to a large number of events logged during peak usage hours. Symptoms of this include:

• The login bar chart not reflecting the current number of logins for a given hour, 

• The users’ last login time not reflecting the correct time, and 

• More than the maximum allowed number of events in the IDM and PCM event browser. 

You can improve IDM performance in either of the following ways:

• Turn off "Session Start/Stop events" in the Preferences for Identity Manager, or
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• By setting the "events to ignore: Link up and Link down" options in the Preferences for 
Events (in PCM). 

■ If you experience problems with the Logins/Hour chart in the GUI after Daylight Savings 
Time, you can restart the PCM/IDM server and GUI to work around the problem 

■ IDM now allows you to configure all 'default' attributes for users that have not yet been 
configured in IDM to belong to a specific Access Policy Group. In IDM 1.0, you could only 
set the "default VLAN". In IDM 2.0 or newer, you use the 'Default Access Policy Group' to set 
any access rules and rights to be applied to users that do not yet belong to an Access Policy 
Group. 

■ If you experience performance issues on the PCM/IDM server, consider turning off the 
"Session start and stop events" (from the Preferences window under Identity Management). 
Session accounting will still be active, but fewer events will be logged in the event browser. 

■ When using the IDM User Import function, even if no user is selected to be removed a warning 
event is displayed in the IDM event viewer about the users being deleted. 

■ When requesting reports and session information, there may be some delay as the database 
is processed to find the matching records. This is normal and a function of the size of the 
database and the performance of the system on which PCM/IDM is running. 

■ By default you will receive warning messages when IDM sets attributes (e.g. QoS, or rate-
limits, or ACLs) that a specific device does not support (e.g. an older device such as a 2500). 
If you wish to disable these messages you can do so via the Preferences window under 
Identity Management. 

■ By default IDM does not show the Endpoint Integrity State as an input to rules in Access 
Policy Groups. If you are using Endpoint Integrity, you should enable this setting in the 
Preferences window under Identity Management

Known Issues for PCM 2.3

General

■ If you reset the system clock on the system where the PCM Server is installed, you must 
restart the HP ProCurve Network Manager Server in the Services window to restore the 
database connection. (Settings->Control Panel->Administrative Tools->Services) 

Installation

■ PCM/PCM+ and Terminal Services are not supported on the same server.

Discovery

■ When adding subnets for Discovery in Global Preferences, there is no verification of IP 
addresses. If an invalid IP address is used, the subnet will not be discovered. 
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■ If you have a very large network with many subnets, PCM performance can be improved by 
increasing the discovery interval, and in particular increasing the interval for VLAN 
discovery. 

■ If you have a large network, and are using a Configuration Scan Policy while Discovery and 
Traffic Monitor are running, it may cause the PCM management server to 'hang' or lose its 
connection to the "Typhoon Server". It is best to use a phased method (use separate policies 
at staggered intervals to scan by subnets or device group) rather than a single policy. 
Alternately, you can stop the Discovery and Traffic Monitor processes while the configura-
tion scan is being done. 

Network Maps

■ Wide Area Network (WAN) links are not supported (displayed) in the PCM network maps. 

■ Path Trace does not work properly in a meshed environment. 

■ If the device Display Name preferences are changed, you need to refresh (redraw) the 
network map in order to view the new device display name. 

Event Management

■ Series 93xx traps are not automatically received by the PCM Event Browser. The Agent IP 
address that is embedded in the SNMP PDU is not the IP address from which the device was 
discovered. To resolve the problem, run the following command from the 93xx CLI: 

     snmp-server trap source ve 200 

(where ve 200 is the virtual interface that PCM used to discover the 9300)

■ Syslog trims entries after 1000 events based on severity, so it trims the events with the lowest 
severity first. 

Traffic Management

■ The link speed from a port is sometimes unavailable, meaning that it is specified in the 
device's SNMP MIB as 0 (zero). Without link speed PCM cannot present any traffic data as 
it is unable to compute a utilization value. This causes PCM's traffic gauges to appear blank, 
without an internal "needle". Depending upon the device, this can happen on Ethernet ports 
that are not being used and may also happen on the WAN ports of 7000s that are running 
protocols other than PPP (note that traffic monitoring of PPP over ISDN is unsupported). 
Traffic monitoring of HDLC and Frame Relay WAN links on the 7000s will be available when 
a firmware update provides link speed for those protocols. 

■ An issue in the SNMP library used by the traffic data collector can erroneously cause an 
SNMP error to be reported by the PCM Events viewer. This condition appears only for devices 
that cannot be used by PCM anyway because another sFlow-capable management station 
has already "locked" the sFlow MIB of the device. However, when this condition is encoun-
tered it can generate a large number of events in a relatively short time. 
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VLAN Management

■ When deleting VLANs directly on the switch, a full discovery cycle must run before changes 
are displayed in the PCM user interface. 

■ Creating VLANs in PCM may take several seconds to take effect on switch. To speed up the 
process, restart Discovery. 

■ If you create a VLAN directly on the switch (not using PCM), PCM will discover the VLAN 
at the next discovery cycle. To speed up the process, restart Discovery. 

Configuration Management

■ Configuration labels cannot be removed until the configuration is deleted. 

■ When entering IP addresses for devices in PCM, they are not always verified. If an invalid IP 
address is entered for a device in PCM, then PCM will be unable to communicate with the 
device. 

■ Any change made to a device configuration file will cause the Configuration File change 
indicator to be displayed, even if it is only to the first line (date and version number) of the 
file and there are no actual configuration changes. 

■ When RADIUS authentication for managers is configured on a switch, PCM does not support 
use of CLI. Only local password authentication and TACACS is supported. If you use RADIUS 
on a switch, the CLI commands, and CLI "Test Communications Parameters" will not work. 

Device Management

■ When launching the “Communication Parameters On Device” wizard a communication test 
is performed. If the device is unreachable, or the CLI and SNMP connections cannot be 
established then a warning is displayed. The user may continue to use the wizard but some 
operations may fail as a result of the communication problem. It is recommended that the 
user run the “Test Communication Parameters” tool and resolve any problems reported. 

SSH Support:

■ SSH support is not enabled by default for 25xx series switches. To enable SSH support the 
user should ensure that they have upgraded their 25xx devices to a software version that 
supports SSH (F.04.08 or newer), and then edit the files 
PNM\server\config\devconfig\sw25*.oid so that the “isSSH=false” line is changed to 
“isSSH=true”. Once this is done the PCM server services should be restarted. SSH support 
should now be enabled on the 25xx devices. 

PCM-NNM synchronization component: 

■ Devices deleted in PCM will not be deleted from NNM. 

■ Changing subnets from Managed to Unmanaged on PCM will not be reflected in NNM. 
    17
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■ If SNMP community names are changed on NNM, the change will be not be reflected in PCM 
until after the next SNMP synchronization cycle. To speed up this process use the manual 
SNMP synchronization process.

Known Issues for PMM 2.0

General

■ (PR_1000445976) — Mismatch between device status history chart time stamp and the 
real time clock

■ (PR_1000450951) — When printing an on-screen report, last two columns are truncated 
from the printout.

■ (PR_1000456272) — When printing the Wireless Device Planner, Device Location and 
Classification are truncated from the printout.

■ (PR_1000460185) — RF coverage area’s graphical interface sometimes doesn’t reflect 
correct antenna beam width setting.

■ (PR_1000460189) — RADIUS clients missing from the Associated Stations chart for AP530. 
Future AP530 firmware upgrade should fix this issue.

■ (PR_10004715959) — When an AP530’s radio is disabled, deploying its configuration 
triggers the error message “Invalid Parameter. Transmit Power 0.” This message is inaccurate 
and should be ignored.

■ (PR_1000736957) — Once the process of resizing the grid starts, it cannot be cancelled. 
The resizing process is usually  of short duration. However, this can take several minutes for 
large and complex sites.

■ (PR_1000740462) — Deploying multiple RPs can cause intermittent failures. Future WESM 
ZL/XL firmware upgrade should fix this issue.

■ (PR_1000742982) — When entering a file name to save a site screenshot, ensure asterisks 
or parentheses  — *)( — are not used in the file name. The file save dialog box appears to 
accept them, but no file is saved.

■ (PR_1000742988) — Sometimes AP530s cannot be dragged into Edit View canvas. Future 
AP530 firmware upgrade should fix this issue.

Known Issues for IDM 2.25

IDM 2.25 contains no known issues.
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Known Issues for NIM 1.05

General

■ Extremely long policy names are truncated in reports.

■ Pressing the Ctrl (control) key while a PCM or Network Immunity Manager report is 
displayed causes a java script error.

Software Fixes in PCM 2.3

The following problems are resolved in PCM 2.3

■ (PR_1000469638) — Sonic wall Virus traps are NOT decoded properly in PCM.

■ (PR_1000467267) — PCM performs poorly and the user interface responds very slowly 
when PCM receives an unusually high rate of syslog messages

■ (PR_1000465702) — If PCM does not know how to decode an SNMPv2 or SNMPv3 Trap, 
it does not display the trap in the Event Browser.

■ (PR_1000456707) — PCM starts up very slowly when there are many custom groups 
configured.

■ (PR_1000439331) — Add NetBIOS protocol decodes to traffic information provided.

■ (PR_1000470492) — Users don't notice the 'Select Updates to Install' check boxes unless 
they use the scroll bar to scroll to the right.

■ (PR_1000471445) — Obsolete PCM 2.1 alerts are still processed by PCM 2.2.

■ (PR_11000354230) — RMON Counter "Error on Packet transmit" does not work correctly.

■ (PR_1000714493) — 1. Discovery moves devices from Known to Unknown in the Naviga-
tion Tree in some cases. 2. PCM Discovery does not move devices from Unknown to Known.

■ (PR_1000462677) — When the user selects HTTP the port should change to 80 and for 
HTTPS to port 443, although in the Communication Parameter Wizard these settings are not 
available. Note: the fix does not work for the NAC 800.

■ (PR_1000465257) — In the WESMzl (J9051A/ J9052A) Security Activity view, the Alerts tab 
shows no alerts.

■ (PR_1000440501) — The PCM client does not start when opened from NNM client, saying, 
"No context defined"
    19
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■ (PR_1000747599) — Email alerts from events containing the words “connection rate filter” 
do not work.

Software Fixes in IDM 2.25

The following problems are resolved in IDM 2.25:

■ (PR_1000469404) — IDM unexpectedly rejects users in scenarios with policy group 
Location and with multiple switches.

■ (PR_1000472520) — Irregular accounting when machine auth. For example, the login 
count for a user becomes greater than one or a user remains logged in even after logging out.

■ (PR_1000463910) — Duplicate user entries for usernames with more than one backslash 
("\").

■ (PR_1000717163) — Automate IDM XML import function via command line.

■ (PR_1000457752) — Rate limiting does not work in IDM FreeRADIUS agents.

Software Fixes in PMM 2.0

No previous problems have been resolved in PMM 2.0.
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