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Release Notes:
ProCurve Identity Driven Manager Version 3.0,
Update 1

ProCurve Identity Driven Manager (IDM) version 3.0, Update 1 (C.03.00.339) supports these products:
m  J9438A ProCurve Identity Driven Manager 3.0 base product - 500-user license

m  J9439A ProCurve Identity Driven Manager 3.0 base product - unlimited user license

m  J9440A ProCurve Identity Driven Manager 3.0 additional 1000-user license

This Auto Update pertains to Identity Driven Manager Version 3.0 operating as an add-on module to
PCM Plus 3.0.

These release notes include information on the following:

m IDM Notes (Page 6)

m  Enhancements (Page 8)

m  Software fixes included in the Auto-Update release (Page 10)
m  Known issues included in the Auto-Update release (Page 11)

Related Publications

For the latest version of any of the publications listed below, visit the ProCurve Networking Web site
at http://www.procurve.com. Click on Technical support, then Product manuals.

m  ProCurve Identity Driven Manager User’s Guide, Version 3.0
m  Read Me First for the ProCurve Manager, Version 3.0
m  ProCurve Network Management Installation and Getting Started Guide, Version 3.0

m  ProCurve Manager Plus Network Administrator's Guide, Version 3.0
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ProCurve Manager 3.0 Update 3 must be installed before installing this ProCurve Identity Driven
Manager 3.0 update. Once you have installed the ProCurve Manager update, you can install this
update using the “Automatic Update” feature in PCM+, or you can install it manually.

NOTE: If automatic update finds both the PCM 3.0 Update 3 and IDM 3.0 update 1 available for
installation, PCM is automatically installed first. If you are manually installing the IDM 3.0 update 1
from the download folder and PCM 3.0 update 3 is not installed, the installation process is halted and
a warning message is displayed stating that PCM 3.0 update 3 must be installed first.

To verify if the Update has already been installed, look in the Update History window under the PCM
Global Preferences:

[Tools->Preferences->Auto Updates for PCM->Update History]

Using Automatic Download and Install

1. Click the l Preferences button on the global toolbar to open the Preferences window and
select Auto Updates for PCM in the left pane of the Preferences window.

2. Inthe right pane, select Download and install automatically.
3. To change the schedule when PCM checks for automatic updates, set the Recurrence Pattern.

4. Click Apply to save your changes and leave the Preferences window open or click 0K to save
your changes and close the Preferences window.

PCM checks the ProCurve ftp server for updates at the scheduled time. If updates are found for
PCM or an installed module, PCM automatically downloads and installs the updates.

Using Notify if Updates Are Available

1. Click the l Preferences button on the global toolbar to open the Preferences window and
select Auto Updates for PCM in the left pane of the Preferences window.

2. Inthe right pane, select Notify if updates are available.
3. To change the schedule when PCM checks for automatic updates, set the Recurrence Pattern.

4. Click Apply to save your changes and leave the Preferences window open or click 0K to save
your changes and close the Preferences window.

PCM checks the ProCurve ftp server for updates at the scheduled time. If updates are found for
PCM or an installed module, PCM issues an Automatic Update event (shown on the Agent Groups
Events tab). Updates are not installed automatically. To install updates, you must manually
initiate the download, as explained below.
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Manually Installing Updates from the FTP Server

1.

Click the l Preferences button on the global toolbar to open the Preferences window and
select Auto Updates for PCM in the left pane of the Preferences window.

In the right pane, click Check Now.

In the Select Update Mode window, select the Check for updates onthe FTP Server option and click
Next.

PCM must be connected to the internet and, if using a proxy, it must be configured in Network
Settings preferences.

Available updates are displayed with a check next to each one, which indicates that the update
will be installed. Click Next to install the update, or if you do not want to install an update,
uncheck the box.

A warning message appears, advising you that any PCM clients will be disconnected. Click Yes
to continue.

After the update package is downloaded, you will be prompted to close the PCM Client. Click
Exit to exit PCM, complete the update, and restart the PCM services.

You can then restart the PCM client and begin using the updated version of PCM.

Manually Installing Updates from the Download Folder

This method does not require an internet connection from PCM. The update can be downloaded from
any PC and copied to the PC containing PCM.

1.

Determine the PCM software version by selecting Help>About ProCurve Manager from the PCM
menu.

Copy the idm_server_3_0_update_1.zip file and any applicable IDM Agent files to the
\PNM\server\data\download\autoupdate directory. The default PCM server installation directory is:
C:\Program Files\Hewlett-Packard\PNM\server

on the workstation where PCM was initially installed. (Do not unzip the file.) Possible IDM Agent
files for IDM 3.0 Update 1 are:

IDM_WINDOWS_3_0_update_1.zip

IDM_REDHAT_3_0_update_1.zip

IDM_SUSE_3_0_update_1.zip

IDM_PRONAC_3_0_update_1.zip

Update files can be downloaded from www.procurve.com/networkmanagement using any PC
and copied to the PC containing PCM.

Click the l Preferences button on the global toolbar to open the Preferences window and
select Auto Updates for PCM in the left pane of the Preferences window.

In the right pane, click Check Now.
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In the Select Update Mode window, select the Check for updates in PCM's download folder option
and click Next.

Available updates in the autoupdate folder are displayed with a check next to each one, which
indicates that the update will be installed. Click Next to install the update, or if you do not want
to install an update, uncheck the box.

Only new IDM Agents or IDM Agents that have been deployed will be listed with a check box.

A warning message appears, advising you that any PCM clients will be disconnected. Click Yes
to continue.

After the updates are installed, you will be prompted to close the PCM Client. If you do not exit
PCM manually, after a few moments PCM automatically shuts down. Click Exit to exit PCM,
complete the update, and restart the PCM services.

You can then restart the PCM client and begin using the updated version of PCM.
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m  Understanding how Update 1 affects IDM Agent Deployment

IDM Update 1 automatically adds IDM Agent support for Windows 2003 64-bit (IAS) and Windows
2008 64-bit (NPS). It also updates the Agent files that exist on the IDM server for any IDM Agents
that have been installed from that IDM server. The IDM administrator can control when the IDM
server pushes Update 1 to these IDM Agents. However, if anew IDM Agent, such as an IDM Linux
Agent, is installed from that IDM server, the IDM Agent deployed will not have been updated to
Update 1. This behavior is due to the IDM server not having a deployed IDM Linux Agent at the
time the IDM server was updated to Update 1. Therefore, after the Linux Agent deployment, the
IDM administrator must Check For Updates again at the IDM server to update the Linux IDM
Agent files on the IDM server to Update 1.

m PR 42058: If PCM 3.0 Update 1 or later is installed but IDM 3.0 Update 1 is not installed,
warnings about non-printable characters appear in the IDM Event Viewer.

Workaround: Install IDM Update 1.

m IDM 3.0 Agent Uninstall - Windows 2003, ProCurve ProNAC 800, and SAIASConnector.ini
File

The CAWINDOWS\SYSTEM32\SAIASConnector.ini file must be manually saved to a backup
location before uninstalling the IDM 3.0 Agent on a Windows Server 2003 configured to obtain
endpoint integrity status from ProCurve ProNAC 800 devices via the SATASConnector. Other-
wise, NAS IP addresses manually entered in the file must be re-entered after reinstall. New
installations are not affected.

Before uninstalling and reinstalling the IDM Agent:

1. Copy the SAIASConnector.ini file to a backup location.

2. Uninstall the IDM Agent.

3. Install the IDM Agent.

4. Replace the new SATASConnector.ini file with the backed up (original) version.
5. Restart the IAS Services.

m  When using multiple realms, follow these IDM Best Practices:

e No Active Directory synchronization support for realms that the PCM/IDM server
machine is not a member of.

e Secondary (non-default) realms require a one-time manual deploy OR 802.1X user login
with realm information to associate the IDM Agent/RADIUS server with the realm.
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e (lients authenticating from non-default realms must supply the realm name in RADIUS
User Name attribute to be correctly auto-discovered (most 802.1X clients provide this
attribute). Otherwise, manual configuration of the user in the correct Realm and Access
Policy Group is necessary.

If a realm name has to be changed after AD Synch or IDM User Import utility to match with
802.1X users, use the following guidelines:

1. When installing the PCM/IDM server, enter the fully qualified domain name where
prompted and use the simple name in the Alias field.

2. Enable directory synchronization before users start logging in.
To change the Realm name after installation:

1. If no IDM rules have been configured and no users have been manually created, delete
the improperly named realm (simple name)

2. If IDM rules have been configured, delete the new realm that was created when AD
Sync ran, rename the original realm with the fully qualified name and set the alias to
the short name, then re-run AD Sync

The IDM Agent Web configuration user interface is not available on ProCurve NAC 800 after
changing to a new IDM server. The issue is that the IDM Agent configuration user interface
is configured for security purposes to only be accessible from the PCM/IDM server (e.g., you
must open a Web browser on the PCM/IDM server to access the IDM Agent Web Ul). In short,
if the administrator changes the PCM/IDM server in the ProCurve NAC 800’s Web UI, the IDM
Agent Web UI will no longer be accessible from the original PCM/IDM server and will only
be accessible from the new PCM/IDM server.
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Enhancements

m  New IDM Agent platform support is provided in IDM 3.0 Update 1 for IAS on Windows Server
2003 (64-bit) and NPS on Windows Server 2008 (64-bit).

m PR 14275: When NIM/IDM integration is enabled, NIM mitigation attributes now overlay the
existing IDM policy. NIM mitigations can be Rate-Limit, Quarantine to a VLAN, or reject. As
an example, if an IDM policy is set to assign a user to a VLAN and the NIM policy is to rate
limit the user, the IDM policy will take effect as well as the NIM rate limit. However, if an
IDM policy is set to reject a user and the NIM policy is to quarantine or rate limit the user,
the IDM reject policy will take precedence.

m  IDM Agent now updates the dmagent.dll file for Product Version and File Version.

idm_agent.dll Properties 2=

General Mersion |Securit_l,l| Summaryl

File version:  3.0.0.1
Dezcrption:  idm_agent. dil: 145 /MHPS BADIIS Plugin [C.03.0

Copuright; Copyright [C] 2009 Hewlett-Packard Developm

r— Other werzion information
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Comments C.03.00-4101 =]
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Language

(Original File name
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Figure 1. Windows 2003 IAS 64-bit IDM 3.0 AU1 Agent properties
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B idm_agent.dll Properties b x|

Gereral I Securty Details | Previous Versions I

Property | Value
Description

File description’  idm_agert.dll; IAS/NFS RADIUS Plugin {C.03.0
Tvpe Application Bdension

File: wersion 3.0.01

Product name  ProCurve IDM

Product wersion C.03.00-AL1

Copyright (C) 2009 Hewlett-Packard Developme

Size 175 KB
Date modified  7/30/2005 &:07 PM
Language English {United States}

l | i
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Figure 2. Windows 2008 64-bit IDM 3.0 AU1 Agent properties
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The following IDM problems were resolved in Identity Driven Manager Update 1:

PR 41807 and PR 18662: The default Access Policy Group is sometimes incorrectly assigned.
The event log shows IDM received an invalid session start event.

PR 18178 and PR 42955: User global rule modification does not result in automatic deploy-
ment of the configuration change to the IDM Agent.

PR 42146: Certain Access Policy Group names cause automatic configuration deployment
to silently fail.

PR 39254: Active Directory synchronization does not detect all changes to Active Directory
when backup domain controller exists.

PR 17135: The IDM policy is not applied or showing the correct login status when Cisco VoIP
phones use 802.1X EAP-MD5 to authenticate with Microsoft IAS.

Workaround: The user must modify IAS request processing by removing the first 9 characters
(the model number) from the user name for the Cisco VoIP phones. Once IDM 3.0 Update 1 is
installed and the IAS request processing is modified, the login status will be displayed correctly.

PR 43015: The Session History Details report cannot be generated when the Tagged VLANSs
column is included.

PR 39521: IDM server log file IDMImportServer_libadsync.log grows to a very large size if
the PCM/IDM server is not restarted at some point. This behavior was changed so that up to
four log files are created, each one with a maximum size of 4MB, for a total of 16MB. Utilize
the modification date of the files to reconstruct the log.

PR 42166: The Secure Access Wizard does not proceed past the RADIUS Authentication
Servers screen if an IP address is entered for a RADIUS server and an IDM Agent is not
installed on the RADIUS server.

PR 42731: The Secure Access Wizard does not allow for the configuration of WESMzl devices.

PR 17565: The Secure Access Wizard and the Adding RADIUS Clients Wizard allows non-
ProCurve ProNAC 800 FreeRADIUS servers to be selected for adding clients. These RADIUS
servers are not supported through these Wizards, and using the Wizards could result in
configuration errors.

PR 17312: The IDM FreeRADIUS Agent installer allows installation to continue when
FreeRADIUS was not installed.
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Update 1

PR 40822: IDM 3.0 Agent can be installed on unsupported 64-bit OS platforms
Workaround: Uninstall IDM 3.0 Agent and reinstall using the AU1 Agent installer.

PR 42685 and PR 42952: No warning message is displayed or logged in the IDM event log
when the device does not support egress rate limits or tagged VLANs and IDM is attempting
to apply those settings to the device.

Workaround: Make sure the devices have support for the functionality IDM is applying.

PR 43020: The Start Over button does not clear values in the "Create a Report" wizard for the
Session History Details report.

PR 42424: Due to limitations in PCM 3.0 Update 3, the Secure Access Wizard cannot configure
WESMzl for MAC authentication.

Workaround: Use the WESMzl’s Web Ul to configure MAC authentication.

PR 43534: Due to limitations in PCM 3.0 Update 3, no warning message is displayed or logged
when unsupported ACLs are configured for ProCurve 28xx switches.

Workaround: Make sure the devices have support for the functionality IDM is applying.

PR 42208: Due to 6120XG switch limitations, this switch does not start a user session if user's
port is statically configured for a tagged VLAN and IDM is configured to provision the user
with the same untagged VLAN. Normally, IDM applied values should override any statically
configured values on the switch. However, because the tagged VLAN and untagged VLAN
are the same value, which is an invalid configuration, an error is recorded before the IDM
values override the static values set on the switch.

PR 42211: Due to switch operations, session start and session end events are displayed up
to four times in IDM event log with NPS RADIUS server. There is no workaround.

Internet Authentication Service (IAS) crash on Windows Server 2003 64-bit: RADIUS service
crashes have occurred with C:\Windows\system32\netapi32.dll version 5.2.3790.3959 on
Windows Server 2003 64-bit platform. Version 5.2.3790.4392 of netapi32.dll has not been seen
to cause this crash. Service Pack 2 is not sufficient to avoid this issue. This issue may also
appear on other Windows platforms. See http://support.microsoft.com/kb/958644 for more
details.

Workaround: It is recommended to run Windows Update and install the latest high priority
updates prior to installing IDM 3.0 Update 1.
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PR 40474 and PR 14152: Rate-limit action in PCM applies rate-limit ONLY to incoming traffic,
PCM should apply it to incoming and outgoing. This behavior is best explained via the
following diagram:
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When IDM detects the computer authentication and knows that NIM has reported this
computer as an attadcer, IDM applies rate-limits to both the Ingress and Egress directions
of the switch port, which is slightly different than when NIM detects the attack first.

Figure 3. Rate limit Diagram

Cisco RADIUS clients with older firmware versions (e.g., c3750-ipservicesk9-mz.122-
25.SEE3.bin) cannot authenticate users successfully. Newer firmware versions (e.g., c3750-
ipservicesk9-mz.122-50.SE.bin and AiroNet AP 1200 with c1200-k9w7-tar.123-8.JEB1.tar)
authenticate users with IDM 3.0 and later correctly.

Workaround for the older firmware: If upgrading firmware is undesirable or not an option: Edit
C:\Program Files\Hewlett-Packard\PNM\idm-agent\agent\config\DMConfig.prp on the IDM
agent\RADIUS server and change send_filter_id=true to send_filter_id=false.

However, if a ProCurve TMSzl module is also a RADIUS client and is configured to use the Filter-
ID RADIUS attribute from IDM, making this change will break the TMSzI\IDM integration.
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