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Release Notes:
ProCurve Identity Driven Manager Version 2.3,
Update 1

ProCurve Identity Driven Manager 2.3 (IDM 2.3) is required in order to install IDM 2.3 Update 1.
ProCurve Identity Driven Manager (IDM) version 2.3, Update 1 supports the following products:

m  J9012A ProCurve Identity Driven Manager 2.1 base product - 500-user license

m  J9013A ProCurve Identity Driven Manager 2.1 base product - upgrade from IDM 1.x to IDM
2.2, 500-user license

m  J9014A ProCurve Identity Driven Manager 2.1 additional 2000-user license
NOTE: An IDM 2.x update cannot be installed on Identity Driven Manager v3.
These release notes include information on the following:

m IDM 2.3 Update 1 installation instructions. (page 3)

m  Software fixes included in the Auto-Update release. (page 9)

m  Known issues included in the Auto-Update release. (page 9)

Related Publications

For the latest version of any of the publications listed below, visit the ProCurve Networking Web site
at www.hp.com/go/procurve/manuals. Click on Technical support, then Product manuals.

m  ProCurve Identity Driven Manager User’s Guide, Version 2.2
m  Read Me First for the ProCurve Manager, Version 2.3
m  ProCurve Network Management Getting Started Guide, Version 2.3

m  ProCurve Manager Plus 2.3 Network Administrator's Guide


http://www.hp.com/go/procurve/manuals
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Trademark Credits

Microsoft®, Windows®, and Windows NT® are US
registered trademarks of Microsoft Corporation.

Adobe® and Acrobat® are trademarks of Adobe Systems
Incorporated. Java™ is a US trademark of Sun
Microsystems, Inc.

Software Credits

SSH on ProCurve Switches is based on the OpenSSH soft-
ware toolkit. This product includes software developed by
the OpenSSH Project for use in the OpenSSH Toolkit. For

more information on OpenSSH, visit

http:// www.openssh.com.

SSL on ProCurve Switches is based on the OpenSSL soft-
ware toolkit. This product includes software developed by
the OpenSSL Project for use in the OpenSSL Toolkit. For
more information on OpenSSL, visit

http://www.openssl.org.

This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (tjh@cryptsoft.com)
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Disclaimer

HEWLETT-PACKARD COMPANY MAKES NO WARRANTY
OF ANY KIND WITH REGARD TO THIS MATERIAL,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. Hewlett-Packard shall not
be liable for errors contained herein or for incidental or
consequential damages in connection with the furnishing,
performance, or use of this material.

The only warranties for HP products and services are set
forth in the express warranty statements accompanying
such products and services. Nothing herein should be
construed as constituting an additional warranty. HP shall
not be liable for technical or editorial errors or omissions
contained herein.

Hewlett-Packard assumes no responsibility for the use or
reliability of its software on equipment that is not furnished
by Hewlett-Packard.

Warranty

See the Customer Support/Warranty booklet included with
the product.

A copy of the specific warranty terms applicable to your
Hewlett-Packard products and replacement parts can be ob-
tained from your HP Sales and Service Office or authorized
dealer.

®
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Hewlett-Packard Company

8000 Foothills Boulevard, m/s 5551
Roseville, California 95747-56551
www.hp.com/go/procurve
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IDM Server Update Instructions

Using the PCM Automatic Update to Install

1. Open the Preferences panel in the PCM Client and select the Automatic Updates node.
2. Click the Check Now button. Select Check for updates on the FTP Server (ftp.hp.com)..

= Global Global:Automatic Updates
o fudt Logging
e Automatic Updates can periodically check for updates and instal them for you.
- Update Histary Settings
£+ Configuration fansgement  Domnlosd and instal autcmaticaly,
£ Device Access
# - Distovery " MokiFy if updates are avaiable.
£ Events o
£ Tdentity Management ¥ Disable automatic updates,
8- Mobiity Schedule
Hetwork Settings
( Start dat

Policy Management

- Reports Startdate [ved 12/12/20] |et:06 = [

Security Moritoring
SMTP Profies

cl

- Syslog Events

Traffi € Daily

raffic Select update mode ?
- 1ISB Management % Weekly

User Authentication  Monthly & Eheck for updates on the FIF Server (ftp.hp.com).

- Licensing and Suppert
o Licensing " Check for updates in PCM's download folder.
Check how
- Registration and Support

Description

Select this option if you want to checl: for updates on the FTP site Iake sure
you are connected to the internet and PCIM is configured to uze the correct
progy settings,

Back Hext Cancel
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3. A dialog appears with a list of the available update(s). Select the update, ensure that the install
checkbox is enabled and click the Next button.

Lutomatic Updates
Select Updates to Install %
Available Updates
Install Date Update 1D Stop Services
Kl | )
Description
IDM 2.3 AutoUpdate package #1 =

IWMPORTANT: Once this AutoUpdate iz installed, the following

additional steps are required in order to complete the installation: il

Bk | Mext |

4. A warning message appears, advising you that any PCM clients will be disconnected.
Click Yes to continue.

all Services are required ko be stopped to apply updates.,
[ Stopping all services will disconnect all clients which are connected to this server,
Do you wank to continue?

e |

5. After the update package is downloaded, you will be prompted to close the PCM Client.
Click Close to close the pop-up, then close the Preferences window and exit PCM.
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The update will be applied and the PCM services restarted.

Installing Updates w7

ERERERNENNNNRNNNRERERERNNNNNNEERERENN el

Skatus:

Update process will bhegin in 30 seconds.

Please shutdown the PCH Client application.

ProCurve HManager Server may he unavailable for a few m
inute=s while the updates are applied.

Back | et | Close |

NOTE: It is critical that the IDM agents are updated to the same patch level as the IDM server.
Additional steps are required to install the IDM 2.3 Update 1 to the IDM agents. Refer to the section
“Software Fixes” on page 9 for a list of steps to update the IDM agents.

Using the Manual Process to Install

1. Copytheidm_2_3_update_1.zip file to the \PNM\server\data\download\autoupdate directory. Do not
unzip the file.
For reference, the default PCM server installation directory is: C:\Program Files\Hewlett-
Packard\PNM\server on the workstation where PCM was initially installed.

2. Open the Preferences panel in the PCM Client and select the Automatic Updates node to display
the Global:Automatic Updates panel.

3. Click the Check Now button at the bottom of the panel to display the Select update mode: dialog.




Software Management — IDM 2.3 Update 1
IDM Server Update Instructions

4. Select the Check for updates in PCM’s download folder option and press Next.

=J- Global Global:Automatic Updates
Audit Logging
=R fes

Automatic Updates can periodically check For updates and install them For you.
. Update History

£ Configuration Management:
71 Device Access

Settings

" Download and install automatically.

i1 Discowery " Watify if updates are avsilable.
- Events ST 5
1 Tenty Management * Disable automatic updates.
+1- Mabiliey Schedule
-~ Network Settings
~Start
- Policy Management

~-Reports Statdate [rea 1z/12/20 fi:os = [

#1- Security Monitaring

-~ SMTP Profiles
Recurrence pattern
- Syslog Events Automatic Updates [ ]
- Trffic W
-~ USB Management & Weekly Select update mode b
- Lser Authentication £ Monthly
=) Licensing and Support " Check for updates on the FTP Server {ftp.hp.com).
- Licensin
M Checkhow |

. Registration and Support & Check for updates in PCM's download folder.

Description

Select this option if you have already downloaded the updates and want install
manually. The updates must be copied to /server/data/dovnload/autoup date’
folder for PCIM to locate them.

Back hlext Cancel

5. You should see a dialog box with a list of the available update(s). At this point, continue with

the IDM Server Update Instructions (see “IDM Server Update Instructions” steps 3 through 5
on page 4).
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Verifying the Installation

Restart the client and verify that the update was applied by checking the Update History node located
under the Automatic Updates preference node.
Pekbd

rApleed updats

Update ID Updatedby | Update mode

02f02/2009  B_02_30_9 Administrator  MANUAL

11j21/2008  B_02_30_8 Admiristrator  MANUAL _I;I
dentity Management dl | 4
obility Description

letwark Settings
IDM 2.3 AutolUpdate package #1

i Reports IMFORTANT: Once this AutoUpdate is installed, the following additional steps are required in
Security Monitoring order to cormplete the installation:

------ SMTP Profiles

------ Syslog Events

- Traffic

- LUSB Management
------ User Authentication
=) Licensing and Support

------ Folicy Management

From each Windows machine that has an [DM agent, you must go to PCM's web server
(hitp:fip-address-of-pem-server 8040) and click on the "Download IDM Agent 2.3 update
#1 for Windows" link to retrieve the new IDM Agent code,

Save the file to a temporary directory

Extract the file

Before executing the command file (.cmd), be aware that the RADIUS server will be

=

oW

- Licensing
- Registration and Support temporarily stopped and then restarted in order Lo update the IDIM agent. Please plan
accordingly.
For a detailed description of the steps required to update the IDIM agent, refer to the release notes
for this AutoUpdate located here: www procurve. c k

oK I Cancel ApRly Help |

IDM Agent Update Instructions

This update is installed on the PCM/IDM Server, but it must be applied to Windows Server 2003/IAS
and Windows Server 2008/NPS IDM Agents. Steps 2-5 below must be repeated for each applicable
IDM agent.

IMPORTANT: The IAS/NPS RADIUS server is restarted during the update installation.

To install IDM 2.3 Update 1:
1. Install IDM 2.3 auto update 1 on PCM/IDM 2.3 server, as described in the previous section.
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2. From an IDM Agent machine, open a Web browser and navigate to http://<PCM-Server>:8040
where <PCM-Server> is the hostname or IP address of the PCM/IDM 2.3 server.

@ - [ wipeiio. 1. e acteoiet == a .
fle [t Vew Fgookes ook (s
W e ProCurve Manager - Chert GUI dovriosd | | B oD - - e Tk -

Contact your HP FroCurve Manager achrazsstrator o allow semote acoess b this server

Avariable devenioads

3. Click Download IDM Agent 2.3 update for Windows and save the idmAgent2.3aul.zip file.

File Download

Do pou want to open or save thiz file?

@ Mame: idmAgent2.3aul.zip
Tupe: WinZip File, 17.1KE

From: 13.28.231.65

Open Save

W &lways azk before opening this twpe of file

harm your computer. If pou do not trust the source, do not open or

| g % ‘while files from the Internet can be useful, some files can potentially
S save this fle, What's the risk?

4. Right-click idmAgent2.3aul.zip and choose Extract All...
5. Double-click installldmAgent2.3aul.cmd to install the update.
This should create a folder named logs containing a log file, ilmAgent2.3aul.log, in the same

directory where the files were extracted from idmAgent2.3aul.zip. Review this file to verify the
update completed successfully.
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Software Fixes

Update 1

The following improvements were implemented in Identity Driven Manager 2.3 Update 1:

m  Access Policy Group (PR_18662) — The Default Access Policy Group is sometimes
incorrectly accessed.

The event log shows IDM received in invalid session start event. The solution to this issue will
be available in IDM 2.3 Update 1, available now from ProCurve.

Known Issues in IDM 2.3 Update 1

No known issues at this time.
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