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Release Notes:

Version CY.02.06.0002 Software

JSor the ProCurve Series 8100fl Switches

Release CY.02.06.0002 supports these switches:
m  ProCurve Switch 81081 (J8727A)
m  ProCurve Switch 8116fl (J8728A)

These release notes include information on the following:
m Initial configuration of your switch (page 1)

Software updates (page 2)

Operational notes and limitations (page 9)

Software enhancements (page 13)

Known issues (page 29)

Code Release and Boot ROM Versions

The version CY.02.06.0002 software image is installed on the switch’s Management Module. In
addition to the system software, the Management Module, Fabric Module, and Interface Module(s)
each have their own version of Boot ROM code required to start up each hardware device. The
following table lists the current version of system software, plus the corresponding compatible Boot
ROM images for the Series 8100fl switches.

Software Image Latest Version

Current system software: CY.02.06.0002.swi

Boot ROM Code

Redundant Management Module (J8731A): MgmtBootROM.CY.02.05.0001
Fabric Modules (J8729A and J8730A): FabBootROM.CY.02.05.0001

All Interface Modules (J8733A, J8734A, J8735A, J8736A and J8737A):  IntBootROM.CY.02.05.0001

To determine the code release for each module and the Boot ROM version on your switch, from the
CLI enter the show module all command.

IMPORTANT

The 2-Port X2 10Gbe Module (J8737A) requires software and Boot ROM versions CY.02.05.0001
or greater. When updating to this version, all Boot ROMs must also be upgraded to compatible
versions. See “Updating Boot Images” on page 6 for details.
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Initial Configuration
Setting the System Clock

Initial Configuration

To ensure correct operation of your switch, you must update the system clock and reload prior to
configuration. This is required only for the initial installation and configuration of your system. See
“Setting the System Clock” for details.

For more information on using the CLI to configure and manage your switch, refer to the ProCurve
Series 8100fl Switches Management and Configuration Guide.

Setting the System Clock

To set the system clock:
1. From the Privileged Exec mode (#) prompt of the CLIL enter the clock set command:

8100flI#clock set <HH:MM:SS> <1...31> <month> <year>
2. To verify your settings, enter the show clock command:
8100fI#show clock

For example:

To set the clock to 10:45:29 AM on February 13, 2005, and then verify the settings, you would
enter:

8100FlI#clock set 10:45:29 13 Feb 2006
8100FI#show clock
*10:45:29 UTC Mon Feb 13 2005

Note
The 8100f1 Switch allows only for Universal Time Clock (UTC) settings.
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Updating Software

Downloading Documentation and Software from the Web

You can download software updates and the corresponding product documentation from the
ProCurve Networking Web site as described below.

To Download a Software Version:

1. Go to the ProCurve Networking Web site at:
WWwWw.procurve.com.

2. Click on Software updates.

3. Under Latest software, click on Switches, and then select the appropriate link to the latest
software version.

Caution

The startup-config file generated by the latest software release may not be backward-compatible with
the same file generated by earlier software releases. Refer to “Code Release and Boot ROM Versions”
on the front page to verify compatible versions of code.

To Determine the Current Software Version:

m  From the CLI, enter the show version command.
The resulting display lists the current software version and Boot ROM image for each of the
installed modules on your switch.
To Download Product Documentation: You will need the Adobe® Acrobat® Reader to view,
print, and/or copy the product documentation.
1. Go to the ProCurve Networking Web site at www.precurve.com.
2. Click on Technical support, then Product manuals.
3. Click on the name of the product for which you want documentation.
4. On the resulting web page, double-click on a document you want.
5

When the document file opens, click on the disk icon [F] in the Acrobat® toolbar and save a
copy of the file.
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Updating Software
Downloading Software to the Switch

Downloading Software to the Switch

ProCurve periodically provides switch software updates through the ProCurve Networking Web site
(www.procurve.com). After you acquire the new software file, you can use the following method to
download it to the switch.

Note

The example below uses TFTP download method. While SCP (secure copy) is also possible, this
method is not described here. In the example transcripts, replace the addresses provided with those
that are relevant to your network.

For example, to download a software image named CY.02.06.0001.swi from a TFTP server with the IP
address of 10.28.227.103:

1.

Copy the CY.02.06.0001.swi file to a TFTP server (or other area) accessible by the Management
Module Ethernet interface.

Verify that the Management Module Ethernet interface can reliably access the TFTP server.

Verify there is sufficient space on the flash device by running the dir flash: command.

8100FI#dir flash:
Directory of flash:/

-rw- 1257 Mon Oct 10 04:04:24 2005 sample.cfg
-rw- 29777216 Thurs Feb 17 06:50:22 2005 full.bin.CY.01.02.0026

29778473 bytes total (295189463 bytes free)

If you require additional space on the flash device, invoke the delete flash: <filename> command
to remove any extraneous files.

8100FI#del flash:full.bin.CY.01.02.0026

flash:full.bin.CY.01.02.0026 successfully deleted

Caution
Do not delete the current version or MgmtBootROM, FabBootROM, IntBootROM.
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Downloading Software to the Switch

4. Copy the file CY.02.06.0001.swi to the Management Module using the copy command.

8100fFl#copy tftp://10.28.227.103/CY.02.06.0001._swi Fflash:

Received 29788160 bytes in 141.0 seconds

5. To update the installed software or firmware on the switch, enter the image install command at
the Privileged Exec level of the CLI according to the following options:

e If the switch has a single management module (or two management modules with the
same active software bank ID), enter:

8100fFlI#image install flash:CY.02.06.0001.swi

e Ifthe switch has two management modules (with different active software bank IDs for
each module), enter:

8100flI#image install flash:CY.02.06.0001.swi management-module a
8100fI#image install flash:CY.02.06.0001.swi management-module b

The switch then copies the image to the backup software storage bank.

8100fI#image install flash:CY.02.06.0001.swi
Software installation has started, may take a while...
Upgrading is in progress --- Type q to stop polling upgrade status

........... Upgrade succeeded
ProCurve 8116fl#*Sat Mar 17 10:58:33 2007 :CM-A:MCHSM-W-INSTALL_ SUCCEEDED:
Installation succeeded.
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6. Determine which bank contains the new software by running the show moedule command for the
active (primary) management module on the switch.

8100FI#show module management-module A

Slot :MM-A

Ports :0

Module-Type :Management Module

Model :J8731A

Admin :enabled

Power :-power on

Status :ok

Running Software :Bank-A System software is currently running from Bank-A
Bank-A Software :CY.02.03.0028

Bank-B Software :CY.02.06.000%———— New software is installed in opposite bank, Bank-B.
Bootloader Version :CY.02.02.0004

Minor HW Version :1

CPLD Version :cpld 1 6, cpld 2 5, cpld 3 4

Serial Number :US442SP004

Manufactures Code :0

Manufactures Date :42/4

CLEI Code :0

Memory Size :1024 MB

7. Use the boot system {bank-A | bank-B} command to activate the new software, and reboot your
system. In this example, the software is running from Bank-A, so you boot the system from
Bank-B by entering the following command:

8100fI#boot system bank-B
Proceed with boot system? [no]: yes
System/Module will reboot with new software...

The new software is loaded in the flash memory bank opposite of the current active bank. If the
software is currently running on Bank-A, then Bank-B will contain the new software.

Formore information, refer to the ProCurve Series 8100fl Switches Management and Configuration
Guide.
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Updating Boot Images

Note

Update the system software image and reboot the switch before installing the BootROM image.
Before upgrading the BootROMs, ensure that you are running at least version CY.02.03.xxxx software
(if you are running CY.01.xx, install the system software first, reboot the system, and then proceed
to update the BootROMs). You can verify that you are running version CY.02.03.xxxx software by
using the show version command.

The Management, Fabric and Interface Modules each have their own version of Boot ROM code
required to start up each hardware device. The following table lists the compatible Boot ROM images
for the latest version of system software.

Software Image Latest Version

Current system software: CY.02.06.0001.swi

Boot ROM Code

Redundant Management Module (J8731A): MgmtBootROM.CY.02.05.0001
Fabric Modules (J8729A and J8730A): FabBootROM.CY.02.05.0001

All Interface Modules (J8733A, J8734A, J8735A, J8736A and J8737A):  IntBootROM.CY.02.05.0001

To determine the code release and Boot ROM version on your switch, from the CLI enter the show
module all command. The resulting display lists the current system software version plus the version
of Boot ROM code for each module. Note that the version numbers of BootROMs and of the system
software may be different.

To update the boot images, perform the following steps:

1. Use the show version command to verify the current version of system software on the switch
is compatible with the BootROM image you plan to install.

2. Atthe Privileged Exec level of the CLI, copy the new boot image files from a TFTP server to the
system flash using the copy command.

8100Fl#copy tftp://<ip-addr>/<image-name> flash:




3.
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Updating Boot Images

Install the BootROM image for all modules on the switch using the following commands:

Command Syntax® Notes®

boot-upgrade manage [alb] flash:MgmtBootROM.CY.02.05.0001 Use a for single Management Module systems.
Use a then b for dual MM systems.

boot-upgrade fabric [alb] flash:FabBootROM.CY.CY.02.05.0001 Use a for single Fabric Module systems. Use a
then b for dual Fabric systems.

boot-upgrade interface [1...16] flash:IntBootROM.CY.02.05.0001 Use [1...16] for each interface module on the
system. Use the up arrowto repeatthe command
and change the slot#.

a. These commands are supported in software release 02.03.0005 and later.

b. A separate command must be entered for each type of module installed on the system. Enter
the entire command name—the boot upgrade commands do not support partial matching or
command completion.

Reboot the switch (from the currently running bank) using the reload command.

Use the show module all or show module management x commands to verify the changes in the
BootROM versions for each module installed in the switch.

If the command fails to display a version number for the Bootloader version as shown below,
then you need to install the BootROM images for all modules.

8100fI#show module management-modulle A
Bank-A Software :CY.02.03.0028

Bank-B Software :CY.02.06.0001
Bootloader Version : Missing Bootloader version information. This is an indication that
you need to install the proper BootROM images for your modules.

You must install all three types of BootROM images for your Management, Fabric, and Interface
modules. The following illustration shows the Bootloader version information being displayed,
indicating that the BootROM image has been installed correctly.

8100Fl#show module management-module A

Bank-A Software :CY.02.03.0028

Bank-B Software :CY.02.06.0001

Bootloader Version :CY.02.05.000}——— Bootloader version information.
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Saving Configurations While Using the CLI

The ProCurve Series 8100f] switches maintain in memory and on disk the following configuration
files and commands:

Running-Config File: Exists in volatile memory and controls switch operation. Rebooting
the switch erases the current running-config file and replaces it with an exact copy of the
current startup-config file. To save a configuration change, you must save the running
configuration to the startup-config file.

Startup-Config File: Exists in flash (non-volatile) memory and preserves the most recently-
saved configuration as the “permanent” configuration. When the switch reboots for any
reason, an exact copy of the current startup-config file becomes the new running-config file
in volatile memory.

Saving the Running Configuration to the Startup Configuration. To save changes in the
running-config into the startup configuration file (so that the switch reinstates the changes next time
you reboot the software):

1.
2.

From the Privileged Exec mode in the CLI, enter the write memory command.
Press [Y] (for Yes) when you see the “save configuration” prompt:

The new configuration changes replace the startup-config file stored in the management module’s
boot flash.

For more information, refer to the Management and Configuration Guide.
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Operational Notes and Limitations

This section lists operational notes and limitations for the Series 8100fl Switches.

Configuration Mode Limited to One User

Up to 10 Telnet sessions can run simultaneously on the switch. However, only one user at at time is
allowed in Configuration mode. If a second user enters the configure command, the first user will be
bumped out of configuration mode. All the commands that the first user entered before being bumped
out of configuration mode will be saved in the running configuration. Use the show users command
to list other users (including the console) that are currently logged on to the switch.

Configuring Ports

When configuring ports, note the following differences between the 8100fl switch and other ProCurve
switches:

m  All ports are disabled by default and are members of the default VLAN.

m To enable a port or port feature on the switch you must enter a no shutdown command (not
enable as on other ProCurve switches).

m  Each configuration command for a single port must be entered separately. There is no
provision within the CLI to configure a list of ports using only a single command.

Management Interface not for Routed Traffic

The RJ-45 port on the Management Module is designed to be used for out-of-band management of
the switch via telnet or ssh. It is NOT intended to route traffic to other ports on the switch. You can
also telnet to the switch through any other accessible routed interface and manage the configuration
of the switch.

When OSPF and RIP are configured for the subnet of the Management interface, the code will issue
a warning and prevent such entries from getting saved in the configuration. These warnings were
introduced in release CY.02.05.0001 (see PRs 1000210555 and 1000210556 on page 14 for details).

For more information on using the management interface to manage and configure the switch, refer
to the ProCurve Series 8100fl Switches Installation and Getting Started Guide. Also note the
following correction to the statement on page 2-27 of the Installation and Getting Started Guide:
DHCP/Bootp is not supported to obtain an initial ip address.
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Terminal Settings (Length/Width)

The 810011 switch supports a maximum of ten incoming remote vty connections (0 through 9), plus
one console connection. You can configure both console and vty display settings using the line console
0 command and the line vty [0-9] commands. The length command sets the number of rows to be
displayed (possible values range from 0 to 64; default is 24) and the width command sets the number
of columns to be displayed (possible values range from 24 to 256; default is 80)

m  When setting the terminal length and width, you should select values that match your display
window (or physical terminal) size. Selecting values outside the possible range, may cause
problems with the system and the display.

m If you are using a terminal emulator that supports its own length and width settings, these
may override your configuration settings.

Windows Telnet Client

The Windows Telnet Client sends an extra carriage return (CR) by default, resulting in two “Enters”
for a single [Enter] keystroke. This behavior may have unintended consequences, causing the default
response to be executed without prompting. In the following example, the reload command is
automatically aborted:

8100fI#reload [CR]

Proceed with reload? [no]: [phantom CR]
Reload aborted

8100F1#

To stop this behavior:
1. During a Windows Telnet session, press CTRL+ ] to switch to command mode.
2. Enter Microsoft Telnet> unset clrf.

The system responds:
Line feed mode - Causes return key to send CR

3. Press Enter to return to the Telnet session.

Removing Single Fabric Module Requires Reboot

Ifthere is only one Fabric Module installed, it cannot be pulled out and re-inserted with the assurance
of uninterrupted operation—that is, the switch may require a reboot (depending on the traffic load).
This limitation does not apply when there are two Fabric Modules installed in the switch.

10
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Configuring Spanning-Tree

Spanning-tree is disabled on the 8100f] switch by default. Spanning-tree must be explicitly enabled
on a port before you can configure spanning tree parameters on the port such as edge-port, hello-
time, path-cost, and so on. For example, to configure a port to be a spanning-tree edge port, you
would enter:

8100f1 (config)#interface gig 1/1 Enable spanning tree before
8100F1 (config-interface-gigl/l)#spanning enabde——— configuring spanning tree
8100FI (config-interface-gigl/1l)#spanning-tree edge-por: Parameters.

Caution

Configuring ports as edge ports without STP enabled moves them to blocking state. For details, refer
to “(PR_1000376772)”" on page 30 in the Known Issues section of these Release Notes.

Spanning-tree must be enabled on a per port basis. Each command for a physical port must be entered
individually. There is no provision to configure port lists or to configure ports on a per VLAN basis.

Version CY.01.xx configurations of spanning-tree will be automatically translated into the new version
CY.02.xx spanning-tree syntax. This may require a write memory command to save this back to the
startup configuration file. For more information, refer to the Management and Configuration Guide.

Note

When configuring multiple instances of spanning-tree (MSTP), the default VLAN (VLAN 1) cannot be
made part of a configured MSTP Instance. The switch only allows you to work with VLANSs 2 to 4094.
VLAN 1 must remain in the IST or instance 0.

Bi-directional Traffic on 10-Gig Ports

When sending and receiving traffic over 10-Gig connections, only about 60% of flooded traffic
(broadcast or multicast) can be processed by the 2-port 10-Gig module at the full 10-Gig source rate.
When bi-directional traffic exceeds this threshold, packets will be dropped. There are no maximum
limits on uni-directional 10-Gig traffic—if sending one way only, no packets are dropped.

11
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Configuring Port Mirroring

m  LAGs cannot be used as a destination for port mirroring.

m Ports used within a LAG cannot be used as a destination for port mirroring.

Note

Although the “mirror” command is not available at the “Interface lag” context, you can still enable
this on a port that is a member of a LAG. Although the system accepts this command, this is not a
supported configuration and unexpected results may occur.

12
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Enhancements

Unless otherwise noted, each new release includes the features added in all previous releases.
Enhancements that are shown with a PR number, such as Enhancement (PR_1000401703), are
also listed under the Software Fixes for each release (see page 16).

Release CY.02.03.0005

The table below summarizes the enhancements made in release CY.02.03.0005. For more information,
refer to the ProCurve Series 8100fl Switches Management and Configuration Guide.

Enhancement

Overview

Implementation
of MSTP 802.1s

Layer 2 IGMP
support for multi-
cast filtering

15 VRRP
instances per
interface (VLAN,
port, or LAG)

The 802.1s Multiple Spanning Tree protocol (MSTP) uses VLANSs to create multiple spanning trees in
a network, which significantly improves network resource utilization while maintaining a loop-free
environment. MSTP on the 8100fl switch complies with the IEEE 802.1s standard, and extends STP and
RSTP functionality to map multiple independent spanning tree instances onto a physical topology.

With MSTP, each spanning tree instance can include one or more VLANs and applies a separate, per-
instance forwarding topology. Thus, where a port belongs to multiple VLANSs, it may be dynamically
blocked in one spanning tree instance, but forwarding in another instance. This achieves load-
balancing across the network while keeping the switch’s CPU load at a moderate level (by aggregating
multiple VLANs in a single spanning tree instance).

Note: The default VLAN (VLAN 1) cannot be made part of a configured MSTP Instance. The switch
only allows you to work with VLANs 2 to 4094. VLAN 1 must remain in the IST or instance 0.

In a network where IP multicast traffic is transmitted for various multimedia applications, you can use
the switch to reduce unnecessary bandwidth usage on a per-port basis by configuring IGMP (Internet
Group Management Protocol controls). In the default state (IGMP disabled), the switch simply floods
all IP multicast traffic it receives on a given VLAN through all ports on that VLAN (except the port on
which it received the traffic). This can result in significant and unnecessary bandwidth usage in
networks where IP multicast traffic is a factor.

Enabling IGMP allows the ports to detect IGMP queries and report packets and manage IP multicast
traffic through the switch.

The Virtual Router Redundancy Protocol (VRRP) is used to ensure the availability of an end node’s
defaultrouter by assigning the IP address that end hosts use as their default route to a “virtual router.”
A Master router is assigned to forward traffic designated for the virtual router. If the Master router
should become unavailable, a backup router takes over and begins forwarding traffic for the virtual
router. As long as one of the routers in a VRRP configuration is up, the IP addresses assigned to the
virtual router are always available, and the end hosts can send packets to these IP addresses without
interruption. Physical ports on a router are owned by that router. Using VRRP, you can configure other
routers to take over as virtual routers for ports they do not own, but these virtual routers can never
be owners of these ports.

In this release, the 8100fl switch supports up to 15 VRRP instances per interface (VLAN, port of LAG.
With up to 180 active VLANSs available for routing on the switch, this allows up to 2700 VRRP IP
addresses.

Note: Each VRRP instance manages a single IP Default Gateway (DG). Multiple DGs in a VLAN require
multiple VRRP instances with a 1:1 correspondence between the DGs and the VRRP Group IDs (which
are limited to the numerical range of 1to 15).

13



Enhancements
Release CY.02.03.0012

Release CY.02.03.0012

m  Enhancement (PR_1000330533) — Added image version information to be displayed in
the name of the core file.

Release CY.02.03.0015

m  Enhancement (PR_1000333920) — Added additional show commands in the show tech
output.

Release CY.02.03.0017

m  Enhancement (PR_1000334137) — Added VRRP state transitions to the Event Log.

Release CY.02.03.0029

m  Enhancement (PR_1000202796) — This new user-definable feature allows the configu-
ration of multiple ip helper-addresses (no limit enforced) for each interface. Earlier versions
allowed only a single ip helper-address per interface. For more information, refer to the latest
version of the ProCurve Series 8100fl Switches Management and Configuration Guide.

Release CY.02.03.0034

m  Enhancement (PR_1000388177) — A new show ip fib summary command can be used to
identify the consistency of FIBs across different interface modules. This provides a MD5
sum of the all IP Prefixes and their corresponding egress port, egress interface module, and
forwarding index per interface module.

Release CY.02.05.0001

Release CY.02.05.0001 is a major software update supporting the new 2-Port X2 10Gbe Module
(J8737A). This module requires software and Boot ROM versions CY.02.05.xxxx or greater.

Release CY.02.05.0001 also provides the following enhancements to existing features:

m  ACL(PR_1000199523) — Added a warning message when removing a non-existent or non-
applied Layer 3 ACL.
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Enhancements
Release CY.02.06.0001

System (PR_1000245071) — Implemented a no policy-telnet command to provide the
ability to remove the policy-telnet configuration command.

OSPF (PR_1000201419) — In previous releases, when executing the clear IP OSPF process
command there was no prompt before the system cleared the configuration. Now, before
executing this command, the system issues the prompt “Reset OSPF process [no]” to provide
the option of keeping the configuration in case the command was a mistake.

OSPF (PR_1000210556) — When OSPF is configured for the subnet of the Management
interface, the code will now issue a warning and prevent the entry from getting saved to the
configuration.

RIP (PR_1000210555) — When RIP is configured for the subnet of the Management
interface, the code will now issue a warning and prevent the entry from getting saved to the
configuration.

IGMP (PR_1000309758) — In previous releases, there was no way to see configuration
of Fast-Leave IGMP and Forced Fast Leave IGMP on a per-port basis. This "Leave" informa-
tion is now displayed in a new column in the show output from the show ip igmp snooping
vlan <vid> config command.

Release CY.02.06.0001

Release CY.02.06.0001 provides the following enhancements (see notes for restricted terms of use).

PIM-DM (beta test only) — This release CY02.06.0001 implements PIM-DM (Protocol
Independent Multicast routing, Dense Mode). However, this feature is NOT officially
supported by ProCurve at this time. Please contact your ProCurve representative to discuss
using this feature under Beta /pre-support testing terms. Documentation for this feature will
be provided upon request.

Enhancement (PR_1000401703) — This feature allows for the change of OSPF md5
authentication keys while maintaining those OSPF adjacencies affected by a key change. By
simply specifying a "new" key in the configuration of an interface, the system will "transition"
to the new key by sending copies of the OSPF packets authenticated with each key
configured. When it is determined that the neighbor is using the new key, authentication of
only the new key will commence. At the point in which all neighbors are using the new key,
the configuration of the old key can be removed, as OSPF needs only to use one key for a
given area or interface, at a time.

Release CY.02.06.0002

Software fixes only; no new enhancements.
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Software Fixes
Release CY.02.03.0006 (Never released)

Software Fixes

Software fixes are listed in chronological order, oldest to newest. To review the list of fixes included
since the last general release that was published, go to “Release CY.02.06.0002” on page 27.

Unless otherwise noted, each new release includes the software fixes added in all previous releases.
PRs labelled as Enhancements, are also listed under the enhancements identified for each release
(see page 13).

Release CY.02.03.0005 was the first software release for the ProCurve Series 8100fl switches. As of
May 1, 2007, CY.02.03.0035 is the latest release of the CY.02.03.xxxx software. There was no publicly
released version of CY.02.04.xxxx. Support for the J8737A 2-port X2 10GbE module is provided with
the CY.02.05.0001 or greater versions of code.

Release CY.02.03.0006 (Never released)

Problems Resolved in Release CY.02.03.0006

m Config (PR_1000319074) — After editing a configuration file on a DOS/Windows system
and issuing the command copy <file> startup-config, some characters may not be recognized
by the switch and the commands will not be executed correctly.

m  IGMP (PR_1000313250) — When an active Querier is downstream of a LAG, removing
and then adding a port into the LAG causes an error message.

m  MSTP (PR_1000316122) — Configuration changes made to the Spanning Tree Link type
are not saved by the switch, and revert back to default values.

m  Routing (PR_1000315826) — IPv4 packet traffic is not routed properly after a reboot.

m SMAC (PR_1000315604) — In a triangle topology sending Layer 2 traffic, the switch does
not learn the source MAC address (SMAC). This occurs with L2-only traffic, and results in
traffic being flooded through all ports in the VLAN. This does not affect Layer 3 or routed
traffic.

Release CY.02.03.0007 (Never released)

Problems Resolved in Release CY.02.03.0007

m  CLI(PR_1000320562) — The commands show process and show memory give “permission
denied” for logins using a customer-created login account.
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Software Fixes
Release CY.02.03.0008 (Never released)

MSTP (PR_1000321812) — After an MSTP topology change with VRRP enabled, ARP
entries do not refresh causing routing errors.

Release CY.02.03.0008 (Never released)

Problems Resolved in Release CY.02.03.0008

MSTP (PR_1000319387) — When adding a VLAN to a MSTP instance, spanning tree does
not function properly.

MSTP (PR_1000324674) — The command debug vpm-dump-hw-pvid-info displays incorrect
output information.

MSTP (PR_1000324677) — The command show span tree instance x displays incorrect
output information.

MSTP (PR_1000324680) — Common Instance Spanning Tree (CIST) does not confine
itself to programming only those VLANSs that are configured on the port.

MSTP/LAG (PR_1000324683) — Inter-Module LAG ports do not inherit the correct STP
state when an interface module is restarted.

Restart (PR_1000317536) — After an unexpected management module restart, other
modules are listed as UNKNOWN in the output of the show module command.

System (PR_1000322250) — The lchm process reboots constantly after a reload.

Release CY.02.03.0009 (Never released)

Problems Resolved in Release CY.02.03.0009

VLAN/TRUNK (PR_1000325384) — Changing a VLAN from being a Q-tagged trunk VLAN
to untagged native-VLAN mode does not work properly.

Release CY.02.03.0010 (Never released)

Problems Resolved in Release CY.02.03.0010

CLI (PR_1000326862) — Overlapped VLAN range commands are not processed properly.

CLI (PR_1000326950) — The command no spanning tree path cost has no effect and does
not get executed by the switch.
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Software Fixes
Release CY.02.03.0011 (Never released)

Release CY.02.03.0011 (Never released)

Problems Resolved in Release CY.02.03.0011

m CLI (PR_1000318794) — FIB entries for ARPs are incomplete on all but one Interface
Module (IM). The Management Module exit info is incomplete, and is synch’d up to IMs other
than the originating IM, causing continuous MLm_13_I3helper__get_missing_nbrinfo from
the IMs.

m  CLI(PR_1000329796) —I3helperstuckin aendlessloop trying to update FIT entries when
in I13helper_handle_kernel_fitupd_msg() function.

m  MSTP (PR_1000326654) — During startup, processing of the startup-configuration file
causes the spanning tree process to crash.

m  Routing (PR_1000329410) — Changing interface IP addresses causes inconsistent infor-
mation to be stored in the route table.

m  STP (PR_1000324670) — ARP packets can be received over a blocked port causing MAC
Move log messages.

m  VRRP (PR_1000329390) — The command show vrrp 1 causes the switch to crash.

Release CY.02.03.0012 (Never released)

Problems Resolved in Release CY.02.03.0012
m  Crash (PR_1000330525) — System crash with an “mlnameserver” message.

m  Enhancement (PR_1000330533) — Added image version information to be displayed in
the name of the core file.

m  MSTP/VLAN (PR_1000326993) — IP VLAN interface is down if the CIST is blocking on a
port for a VLAN that is forwarding on another instance.

m  Crash (PR_1000330527) - The switch may crash during an "rosrd" process.

Release CY.02.03.0013 (Never released)

Problems Resolved in Release CY.02.03.0013
m Link (PR_1000331464) — Cannot establish a link with 10/100 port on a Cisco 7200.
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Software Fixes
Release CY.02.03.0014 (Never built)

Release CY.02.03.0014 (Never built)

Release CY.02.03.0015 (Never released)

Problems Resolved in Release CY.02.03.0015

CLI (PR_1000331854) — The no ntp server <ip> command does not get executed by the
switch.

CLI (PR_1000331866) — The CLI may crash after the command debug ip ospf db outputs
for some time.

CLI (PR_1000332430) — The show ARP entries display page misspells the word “entries”
as “enteries”.

CLI (PR_1000334002) — The show log command does not correctly display STP state
transitions.

Enhancement (PR_1000333920) — Added additional show commands in the show tech
output.

Environment (PR_1000330810) — Occasional false reports (via console messages and
output of show environment temperature command) of the management module temperature
of 79C. This problem only applies to the Switch 8116fl.

Management (PR_1000328758) — The management module’s ethernet interface port may
become inoperative after experiencing high traffic loads.

Statistics (PR_1000246077) — In the 'Statistics' section, the Receive and Transmit
columns are too close together and the number of bytes Received and Transmitted run
together.

STP (PR_1000331466)— Spanning Tree port instance priorities revert back to default (0)
when configured through the CLI.

STP (PR_1000331824) — When an STP blocked LAG toggles up and down, the VLAN
interface protocol stays in a down state.

VRRP (PR_1000315841) — VRRP instances within an interface can only have one IP
address associated with them.
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Software Fixes
Release CY.02.03.0016 (Never released)

Release CY.02.03.0016 (Never released)

Problems Resolved in Release CY.02.03.0016

m  VLAN/STP (PR_1000334141) — Using the CLI to configure multiple VLANS on a non-
connected port with STP enabled may cause dropped packets..

Release CY.02.03.0017 (Never released)

Problems Resolved in Release CY.02.03.0017
m  Enhancement (PR_1000334137) — VRRP state transitions not logged to the Event Log.

Release CY.02.03.0018 (Never released)

Problems Resolved in Release CY.02.03.0018

m  VLANs (PR_1000311424) — When new ranges of vlans are configured, if they overlap with
existing vlans, the subcommands from the existing vlans will be copied into the new vlans.

m  CLI(PR_1000335681) — The commands telnet, ssh, ping or traceroute will exit config mode
before running,.

m  VLANs (PR_1000335693) — The no vlan command may incorrectly remove some vlans.

Release CY.02.03.0019

Problems Resolved in Release CY.02.03.0019

m  VLAN (PR_1000336546) —In certain circumstances, the command no vlan < xxx> does not
take effect. Although it may have been removed from the running config, a show vian
command indicates that the vlan still exists.

m  CLI (PR_1000337424) — Specifying a Password (enable secret0{cleartext pswd} or line xxx/
password 0 {cleartext pswd}") generates a warning message when the cleartext contains
trailing spaces (that is, non-displayed characters) as is generated for the default case or
"encrypt" keyword case.

m CLI (PR_1000338045) — Entering show [CR] at the config level displays "% scratchpad is
empty" at the end of the display (reference to a removed Version 1 feature).

m  System (PR_1000340833) — The show VRRP command is causing a memory leak. The
skew time is not being calculated.
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Software Fixes
Release CY.02.03.0020 (Never released)

VRRP (PR_1000341121) — VRRP state is transitioning continuously (Master to Backup)
when large amounts of unknown DA (MAC) traffic cause the switch to lose VRRP control
packets being sent to the Management Module.

Release CY.02.03.0020 (Never released)

Problems Resolved in Release CY.02.03.0020

CLI (PR_1000311411) — Added feature to provide visual feedback in the CLI when a
command takes too long to complete. After three seconds "Please wait..." will be displayed
with a pulsing asterisk (¥), once per second until the command completes.

CLI (PR_1000314205) — The virtual-link command, and all of its subcommands, are now
available when configuring an area with router ospf.

System (PR_1000337778) — The CLI command show process restarts <xxx> command
appears to fail for all module types.

System (PR_1000340813) — In the Kernel Diagnostics (Long POST Diagnostics) for the
8-Slot Fabric Module, the SFC Diagnostic fails SIO Port Sync consistently on IM 8.

VLAN (PR_1000340876) — The commands show interface <port> and show lag <lag-id>
attributes display irrelevant Layer 2 attributes for Layer 3 only interfaces.

CLI (PR_1000342429) — Attempting to remove a spanning-tree instance when it is
referred to by a LAG leads to a no spanning-tree command being saved in the running-config.

VLAN (PR_1000343700) — VID 1 was treated as a special VID and was not able to be added
as tagged (trunk mode) on any port configurations. This feature will allow users to add the
VID 1 as part of trunk-vlans, enabling them to tag packets with VID 1.

Release (CY.02.03.0021 (Never released)

Problems Resolved in Release CY.02.03.0021

Config (PR_1000346679) — The system is unable to detect that the running configuration
has been modified for the VRRP timer commands. The user is not given the option to save
the startup configuration. This was a general problem with all config commands, not just
VRRP timer commands.
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Software Fixes
Release CY.02.03.0022 (Never released)

Release CY.02.03.0022 (Never released)

Problems Resolved in Release CY.02.03.0022

m  System (PR_1000347445) — During heavy loads, the system was failing to send protocol
packets out from the management module which caused unwarranted STP and VRRP state
transitions. This has been taken care of by aligning the cache line size with internal ethernet
descriptor size so that the system does not miss sending the protocol packets out.

Release CY.02.03.0023 (Never released)

Problems Resolved in Release CY.02.03.0023

m  Crash (PR_1000357302) — Prior to release CY.02.03.0023, incidents were reported of the
8100 rebooting after the crash of the MVPM process on the management module. The flash:
directory would reveal a core file for the MVPM process after the crash.

Release CY.02.03.0024 (Never released)

Problems Resolved in Release CY.02.03.0024
m  MSTP (PR_1000358695) — Instrumentation work against this PR, fixed in CY.02.03.0028.

Release CY.02.03.0025 (Never released)

Problems Resolved in Release CY.02.03.0025
m  MSTP (PR_1000358695) — Instrumentation work against this PR, fixed in CY.02.03.0028.

Release (CY.02.03.0026 (Never released)

Problems Resolved in Release CY.02.03.0026

m  System (PR_1000354367) — VLAN range command failure can leave running-config and
backend out of sync. Switchport trunk vlans and spanning tree member vlans commands
are susceptible to this problem.
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Software Fixes
Release CY.02.03.0027 (Never released)

Release CY.02.03.0027 (Never released)

Problems Resolved in Release CY.02.03.0027

System (PR_1000332508) — When a link changes from up to down state, the interface
module resets, and causes the following messages to be observed in system event logs.*Mon
Apr 17 16:56:30 2006:MM-A:MCHSM-E-CM_EVENT_ERROR: software on IM-6 is down. This
problem occurs primarily when link aggregation groups (LAGs) are used in the network, and
there are more than a few hundred ARP entries.

Release CY.02.03.0028 (Never released)

Problems Resolved in Release CY.02.03.0028

MSTP (PR_1000358695) — A problem was discovered where the switch would
experience extended periods of MAC moves, even though there was no evidence of loops in
the network. These events would be logged in the system log. In a lot of these events the
problem was not self-correcting. The only way to stop this problem was by bringing down
ports.

Release CY.02.03.0029

Problems Resolved in Release CY.02.03.0029

Enhancement (PR_1000202796) — This new user-definable feature allows the configu-
ration of multiple ip helper-addresses (no limit enforced) for each interface. Earlier versions
allowed only a single ip helper-address per interface. For more information, refer to the latest
version of the ProCurve Series 8100fl Switches Management and Configuration Guide.

VLAN (PR_1000372268) — Inbound IP traffic that should be routed is blocked if the VLAN
interface is cycled through a shutdown/no shutdown action. This has no affect on layer 2
traffic nor ports that are members of more than one VLAN (that is, 802.1Q tagged).

VRRP (PR_1000372984) — The master VRRP router sends a control packet every second.
If the backup router does notreceive a control packet in three seconds it becomes the master.
During network convergence, when there is an increase in control plane activity, the backup
router does not process the control packet in time and takes control.

23



Software Fixes
Release CY.02.03.0030 (Never built)

Release CY.02.03.0030 (Never built)

Release CY.02.03.0031 (Never released)

Problems Resolved in Release CY.02.03.0031

m  System (PR_1000292895) — The failure to read the card identification from the ID PROM
can result in a wide variety of symptoms. This generally affects interface modules. Below
are some symptoms:

¢ Interface module fails to initialize
¢ Interface module appears to be up but does not react to configuration updates

e Interface module appears to be up but does not pass traffic

Release CY.02.03.0032 (Never released)

Problems Resolved in Release CY.02.03.0032

m  System (PR_1000364310) — The system software has the ability to allow the addition of
aroute to permanently reside in the routing table through the use of the ip route...permanent
command. The routing process fails when a "permanent" static host route is configured for
a non-existent forwarding address (that is, a subnet that is not configured for the switch).

m  STP (PR_1000379541) — In certain scenarios if a port does not have STP configured and
the link goes down it can cause the forwarding tables on the different interface modules to
getinto an inconsistent state. This can cause forwarding entries to point to the incorrect exit
port with no possible recovery until a reboot. This can result in connectivity problems for
certain nodes that cannot be resolved by clearing the arp cache.

Release CY.02.03.0033 (Never released)

Problems Resolved in Release CY.02.03.0033
m  Test (PR_1000380530) — Added a manufacturing test procedure.

Release CY.02.03.0034

Problems Resolved in Release CY.02.03.0034
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Software Fixes
Release CY.02.03.0035

Enhancement (PR_1000388177) — A new show ip fib summary command can be used to
identify the consistency of FIBs across different interface modules. This provides a MD5
sum of the all IP Prefixes and their corresponding egress port, egress interface module, and
forwarding index per interface module.

FIB (PR_1000388314) — In networks where there have been topology changes or tempo-
rary loops, the ARP entries are not releasing the egress port information causing those entries
to be stuck on those interface modules. This causes FIB inconsistencies for all the prefixes
that use that ARP entry. The ARP entries are not cleared until the switch is rebooted.

Release CY.02.03.0035

Problems Resolved in Release CY.02.03.0035

OSPF (PR_1000197576) — When there is a fair amount of control traffic, the time
remaining in the OSPF dead timer will sometimes fall by 11-14 seconds. A symptom of this
problem is the loss of OSPF adjacencies for a period that would equal the difference in the
time change.

Release CY.02.05.0001

Problems Resolved in Release CY.02.05.0001

System (PR_1000376558) — When in config mode and executing a command, the system
sometimes gets knocked out of config mode.

System (PR_1000241999) — If fabric failover occurs, no syslog message is generated.

System (PR_1000199009) — When executing the show int brief command, or other
commands displaying interfaces, the interfaces do not display in ascending order.

System (PR_1000358846) — When configuring several vlans using the switchport mode
trunk command, the no switchport command appears to remove the group of vlans from the
running config. After exiting configuration mode, however, the switchport vlans re-appear
when displaying the running config.

System (PR_1000245071) — Implemented a no policy-telnet command to provide the
ability to remove the policy-telnet configuration command.

Crash (PR_1000321207) — If aloopback interface is configured using the switchport mode
access vlan command, the system crashes.

Crash (PR_1000347780) — When the switchport trunk-native-vlan is set, and the no switch-
port trunk-native-vlan disallow command is executed, this causes the switch to reboot.
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Software Fixes
Release CY.02.05.0001

Crash (PR_1000345274) — A hardware failure on one management module may cause
the other management module to crash in a dual management system. The good management
module is unable to reboot until the failed management module is removed.

Crash (PR_1000389468) — When executing shoew ip ospf interface with over 100 interfaces
configured on the switch, the routing process crashes.

ACL (PR_1000199523) — Added a warning message when removing a non-existent or non-
applied Layer 3 ACL.

IGMP (PR_1000333468) — When modifying the config command ip igmp last-member-
query-interval <nn>, the show ip igmp interfaces command does not display the updated value.
For instance, when executing the config command ip igmp last-member-query-interval 15, the
show output still shows the default value: Last member query response time is 10 ms.

IGMP (PR_1000309758) — There is no way to see configuration of Fast-Leave IGMP and
Forced Fast Leave IGMP on a per-port basis. This "Leave" information is now displayed in a
new column in the show output from the show ip igmp snooping vlan <vid> config command.

OSPF (PR_1000397740) — Routing process crashes when setting OSPF authentication.
The problem occurs when more than one message-digest key is defined for an interface.

OSPF (PR_1000210556) — When OSPF is configured for the subnet of the Management
interface, the code will now issue a warning and prevent the entry from getting saved to the
configuration.

RIP (PR_1000210555) — When RIP is configured for the subnet of the Management
interface, the code will now issue a warning and prevent the entry from getting saved to the
configuration.

RIP (PR_1000385585) — RIP cannot ping one of its interfaces. The problem arises when
an interface is down but is given an ip address.

IP Helper (PR_1000358839) — When an IP helper is configured on an interface with
primary and secondary IP addresses and the user attempts to remove the primary address,
the system correctly issues an error because the secondary address needs to be removed
first. However, even though the system displays the error, it still removes the IP address.

VRRP (PR_1000331858) — When the user configures VRRP on an interface, all routed
packets have the VRRP MAC as the source MAC address. However, when the user disables
and then re-enables the interface, it starts using the system MAC address as the source MAC
address.
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Software Fixes
Release CY.02.06.0001

Release CY.02.06.0001

Problems Resolved in Release CY.02.06.0001.

System (PR_1000327233) — Excessive writes to flash device due to the errorlog file being
maintained on the flash. If excessive errors happen, the log file could fill up the flash drive.

System (PR_1000398372) — While transferring images or other data to/from the manage-
ment port of the management module (MM), you may see error messages similar to these at
the switch's console:

ge0: device timeout (fi=255,10=125,cur=125(0x470000), icm=0)

ge0: device timeout (fi=255,10=127,cur=127(0x470000), icm=0)

The transfer may also slow down or stall completely.

CLI (PR_1000408947) — LH transceivers in SFP slots show up as "Unknown'" in the output
of some show commands. This does not affect switch operation.

Enhancement (PR_1000401703) — This feature allows for the change of OSPF md5
authentication keys while maintaining those OSPF adjacencies affected by a key change. By
simply specifying a "new" key in the configuration of an interface, the system will "transition"
to the new key by sending copies of the OSPF packets authenticated with each key
configured. When it is determined that the neighbor is using the new key, authentication of
only the new key will commence. At the point in which all neighbors are using the new key,
the configuration of the old key can be removed, as OSPF needs only to use one key for a
given area or interface, at a time.

CLI (PR_1000414775) — The command "no logging buffered all" does not delete "logging
buffered ..." lines from the running-config.

CLI (PR_1000412720) — The line "logging buffered" may appear multiple times in the
output of "show running-config".

Release CY.02.06.0002

Problems Resolved in Release CY.02.06.0002

CLI (PR_1000405440) — When executing the show tech command, the system leaks
memory.

Checksum (PR_1000457751) — Itis possible that the md5 checksums shown in the output
of show ip fib summary do not match each other, even when the IP FIBs on all line cards are
consistent.
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Software Fixes
Release CY.02.06.0002

VLAN (PR_1000432647) — If multicast traffic is flowing out of a port which is a part of a
LAG, and the port shuts down, it takes a while for the traffic to start flowing out of the other
port in the LAG.

CLI (PR_1000314493) — The pipe operation does not work when executing the show
running-config command.

CLI (PR_1000458805) — In an 8-slot cyclone system, if the user enters the show tech-
support command in privilege exec-mode, the system displays the output and automatically
enters into diag mode.

VLAN (PR_1000399067) — When creating new VLANs not in a numeric, sequential order,
VLANSs listed out of order would not be created. For example, when executing the command,
router (config) # vlan 21, 20, the VLAN 20 would not be created.

CLI (PR_1000467806) — While the banner command message can contain up to 2040
characters and the aaa authentication can contain up to 1024 characters, including delimiter
and newline, if a user enters more than 252 characters, the show running outputs will not
display the entire message. After saving the running configuration to startup and then
reloading the switch, users are unable to login via terminal VTY's.
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Known Issues and Feature Limitations
Release CY.02.06.0002

Known Issues and Feature Limitations

This section lists the known issues and feature limitations in release CY.02.06.0001.

Changing an IP address on an already configured Interface (PR_100022073)

Description: ARPs on a pre-existing IP interface are unresolved after moving/changing an IP
address. This applies to moving/changing an IP address on VLAN, port, or LAG interfaces.

Workaround: When changing an IP address from one interface to another (or on the same
interface), first delete the pre-existing IP address, and then add the new IP address.

For example, if VLAN 1 had an IP address of 40.1.1.1/24 and VLAN 4 had an IP address of 41.1.1.1/
24, and you wanted to change VLAN 4 to the 40.1.1.1 address, you would take the following steps:

a. Remove the ip address that was previously on VLAN 4 (your target Interface).
int vlan 4
no ip address 41.1.1.1/24

b. Delete the address from the old interface.
int vlan 1
no ip address 40.1.1.1/24

c. Add the IP address to the target interface.

int vlan 4
ip address 40.1.1.1/24

Encrypted Passwords (PR_100232523)

Description: The enable secret password command allows a user to enter an encrypted password
restricting access to Exec and Config modes on the switch. The optional encryption parameters
[encrypt | 0 | 5] are used to control password encryption in the following ways:

e Specifying encrypt causes the switch to encrypt the clear text password (<string>). The
encrypted password will appear in the configuration file as enable secret 5 <encrypted
string>. This is the same as the default.

e Specifying a 0 forces the switch to display the password entry as clear text in your
configuration files.

e Specifying a 5 indicates the string that what follows has already been encrypted.

Note that to perform password encryption you do not need to enter a 5 to encrypt the password.
When you enter the password string, type it as clear text (for example, enable secret test). When
you press [Enter], the switch will perform the hash algorithm for you and produce the encrypted
output. For more information, refer to the ProCurve Series 8100fl Switches Management and
Configuration Guide.
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L2 Traffic stops if VLAN interface is shutdown (PR_1000205977)

Description: Layer 2 traffic stops if a corresponding VLAN interface is shutdown. That is, if two
physical interfaces (port or LAG) on the switch are forwarding traffic on a specific VLAN with
an IP address assigned, and the user then shuts down the VLAN interface, all forwarded traffic
will stop on that VLAN.

Workaround: Shut down the IP interface by removing the ip address on the VLAN.

SNMP (PR_1000241256)
Description: SNMP queries of port speed on Gig-T modules (J8734A) may show speed of “0”.

Workaround. None. Issue will be resolved in a future release.

Using RADIUS to authenticate enable mode (PR_1000312635)

Description: When enable mode is RADIUS authenticated no user name is prompted for.
Workaround: On your RADIUS server, use “$enab15$” as the user name entry to authenticate for
the 8100f1 switch.

Configuring ports as edge ports without STP enabled moves them to blocking state
(PR_1000376772)

Description: If you pre-configure a port to be spanning-tree edge-port it immediately transitions
to a blocking state. This happens even though spanning-tree enable is not configured on the port.
When you remove the command using no spanning-tree edge-port the port stays in a blocking state
and does not transition back to forwarding.

Workaround: Enable spanning tree on the port. If you do not wish to do so, the switch must be
rebooted in order for the port to go back to forwarding.
Configuring region name can cause MSTP to not use optimum paths

(PR_1000363715)

Description: Configuring the region name on the non-root switch first can cause MSTP to not use
optimum paths (for example, the switch will fail to select a lower cost 10 Gig link in preference
to a 1 Gig link).

Workaround: Bring down the unselected optimum link, and then bring it back up again.
Copying files to and from management module (PR_1000398372)

Description: When coping files to or from the management module, there is an error message
indicating a Geo : device timeout.

Workaround: None. After receiving the error, the copy will finish, but takes longer to complete.
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LH transceivers are displayed as "unknown" (PR_1000408947)

Description: When executing show module interface-module the module is displayed as 'SFP-LC
Unknown'.

Workaround: None. The LH transceiver functions properly. The problem only occurs when
executing the show module interface-module command.

Logging (PR_1000327233)

Description: Excessive writes to the log file can fill up flash memory where the log file is stored.
Once flash memory is full the log file stops logging..

Workaround. None. Issue will be resolved in a future release.
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